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Introduction

1

Introduction

1.1

Purpose
SERC Reliability Corporation (SERC) provides a secure portal system that provides
these functions for registered entities and SERC member companies:
•

Create and maintain contacts within your organization;

•

Assign roles that grant various permissions and abilities upon a user;

•

Submit monthly, quarterly, and annual forms, such as Inherent Risk
Assessments (IRA);

•

Submit Inherent Risk Assessments (IRA), when applicable;

•

Submit Scope Expansions, Mitigation Plans, and Mitigation Plan Closures;

•

Access committee documents, rosters, and other committee-related information;

•

Maintain a list of contacts who have agreed to be bound by the confidentiality
(non- disclosure) agreement between SERC and the contacts’ associated
member Master Account.
The Portal system also includes the following features to maximize security and
convenience for the user:

1.2

•

Secure data upload and transmission utilizing Secure Sockets Layer (SSL) and
Transport Layer Security (TLS) protocols;

•

Compliance Summary providing information on when a form is coming due or is
late in submission; and

•

Electronic signature capabilities so Authorized Signatories may “sign” required
forms.

Business Need
This document describes the elements of SERC’s Compliance and Committee
Portal, and provides instructions on its usage.

1.3

Scope
This user guide is for use with the SERC Compliance and Committee Portal, which is
restricted to authorized users.

1.4

Responsible SERC Group(s)
The Advanced Analytics and Technical Services group is responsible for issuing and
maintaining this document.
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Review and Re-approval Requirements
The Systems Analyst will review this document yearly, or as appropriate, for possible
revision. The Senior Director of Advanced Analytics and Technical Services will
review and approve the existing or revised document, and the System Analyst will
make it available to users of the Compliance and Committee Portal.

2

System Requirements
The Compliance and Committee Portal is compatible with Google Chrome (preferred
browser) and Microsoft Internet Explorer.

3

Portal Access and Permissions
This section contains information needed to access the SERC Compliance &
Committee Portal (the Portal). It includes:

3.1

•

Logging in to the Compliance & Committee Portal

•

Understanding User Access Levels

Logging in to the SERC Compliance & Committee Portal
You can access the SERC Compliance & Committee Portal by 1) using the link
available on the SERC public website (www.serc1.org), or 2) directly at
https://portal.serc1.org.
1. To access the Portal through the SERC public website, select Login, then
Compliance & Committee Portal from the menu at the top of the screen.
Figure 1: SERC Public Website Portal Link

2. Either direct access through https://portal.serc1.org or entering through the
public website will lead you to the login page that displays the PORTAL
LOGIN dialog box. In the dialog box, enter your username and password, and
then click LOG IN.
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Portal Access and Permissions
Figure 2: PORTAL LOGIN screen

3.2

Changing Your Password
The user may choose to change their password at any time, or a password change
may be required to when the password is forgotten.
Forgotten Password: If you have forgotten your password, follow these steps to
reset it from the PORTAL LOGIN dialog box:
1. Click the link with label I forgot my password to display the FORGOT
PASSWORD screen.
Figure 3: FORGOT PASSWORD screen

2. Enter your username and email address, then click SEND EMAIL.
If your username and email address match the information in the SERC
portal database, you will receive an email notification with a link to the
Change Password screen. The link in the email is single-use (you can only
click it one time) and expires after three hours.
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The system will send an email from SERCComply@serc1.org. If you do not receive
the email within five minutes, check your junk mail folder; your email application may
have filtered out the automated message as spam. If you still do not locate the email,
contact SERC at SERC_Systems@serc1.org.
Within the Portal System: Do the following to change your password from within
the portal system:
1. From the navigation menu on the left, select SYSTEM ADMINISTRATION,
and then select one of the following options:
•

Change Password

•

My Contact Information, and then click Change Password in the
menu ribbon at the top of the page.

Either option will open the Change Password screen with the CHANGE
PASSWORD dialog box.
2. In the CHANGE PASSWORD dialog box:
a. Click CANCEL at any time if you would like to cancel your password
update.
b. Enter your Old Password.
c. Enter your New Password.
d. Enter your New Password again for verification.
e. Click CHANGE PASSWORD.
Figure 4: CHANGE PASSWORD screen
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3.3

Password Requirements
SERC requires a secure password that meets the following requirements. The
password
•

may not contain any part of your name or your username exceeding two
consecutive characters;

•

must be at least 8 characters in length; and

•

must contain characters from each of the following 4 categories:


Uppercase characters (A through Z)



Lowercase characters (a through z)



Numbers (0 through 9)



Non‐alphanumeric characters (such as: !, $, @ , % )

The Portal system will require you to change your password at least once every 120
days for security purposes.

3.4

User Access Levels
When you log in to the SERC Compliance & Committee Portal, you will have access
to certain functions based on your access level, or Role, in the system. Table 1
provides a summary of what each Role can access.
There are two main types of Roles within the SERC Portal system:
•

Contributors may read, write, and delete data in a given area.

•

Viewers may only view the data in a given area.

The following Roles are currently defined in the SERC Compliance & Committee
Portal system:
Table 1: Portal Roles

Role Name

Access Level

Entity Administrator (EA):

Read‐write access to the entire Entity Portal
Exception: This user cannot sign Mitigation Plan
forms.

Entity Administrator Read‐
only (EAR)
Compliance Contributor (CC)

View all data within the Portal, but cannot make
any changes
Create, edit, and view all compliance
reporting forms

Compliance Viewer (CV)

View all compliance reporting forms

Authorized Signatory (AuthS)

Sign and submit Mitigation Plan forms

Basic User (BASIC):

Maintain the user’s own contact information, but
has no other access
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Role Name
Confidentiality Tracking
Designated Employee
(CTDE):

Access Level
Manage the confidentiality agreement
signatory list
(The confidentiality agreement signatory list applies
only to entities who are SERC members.)

4

Portal Functionality Overview

4.1

SERC Compliance & Committee Portal User Interface
The SERC Compliance & Committee Portal user interface contains these features:
•

Home Link: Click the SERC Compliance & Committee Portal text in the upper left
at any time to return to the SERC Compliance & Committee Portal home page.

•

Logout Link: Click Logout at any time to log out of the SERC Compliance &
Committee Portal system.

•

Announcements: This area displays System announcements or frequently asked
questions.

•

Entity Selection Dropdown List: If the current user has access to more than one
entity, this dropdown list allows the user to select a specific entity for viewing and
editing information. When the dropdown list is available, you must first select the
appropriate Entity, and then click CHANGE ENTITY to access the Add New
Mitigation Plan menu options. Select All Entities to view information for all entities
the user has permissions to access

•

COMPLIANCE FORM SUMMARY: This section displays hyperlinks to forms
assigned but not completed. Click on the form name hyperlink to open the form.

•

LINKS: This section provides commonly used links for system questions and
support.

•

Left Navigation Menu: Use the left navigation menu to access search screens and
other system functionality. See Left Navigation Menu on page 11 for additional
information.

•

Non-Compliance Dashboard: The ACTIVE OR RECENTLY CLOSED section will
allow users to view the status of all open non-compliance and recently closed or
dismissed non-compliance for the Registered Entity (or Entities) they have
permissions to access.
This area displays:


All non-compliance in any open state



All non-compliance closed or dismissed in the past three months



Non-compliance sorted by Date Reported, with all open non-compliance
appearing first in the list, and Dismissed/Closed appearing last (sorted by
Date Reported)
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•

Users with the following roles will be able to view the Non-Compliance Dashboard on
the Compliance Portal homepage:


Compliance Viewer (CV)



Compliance Contributor (CC)



Entity Administrator (EA)



Authorized Signatory (AS)

Figure 5: Portal Interface Display

4.2

Left Navigation Menu
The links to the portal functions are available from the left navigation as shown
below. The menu option visibility is based on the Roles granted to the current user.
(See User Access Levels or more information)
If you have access to multiple Registered Entities, you must first select an Entity from
the dropdown menu at the top right of the screen and click CHANGE ENTITY to view
menu options marked with an asterisk (*) in Table 1.
Table 1: Left Navigation Menu

Menu Option

Action / Comments

HOME

Return to the portal home page

RELIABILITY PORTAL

Open the Reliability Portal login screen

COMMITTEES
Search Committees
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Menu Option

Action / Comments

SYSTEM ADMINISTRATION
Change Password

Display the Change Password dialog to
update your password

My Contact Information

View or Edit your contact information

Search Contacts

Search for portal contacts

Add New Contact

Create a new portal contact
This option is only available for users designated
as Entity Administrator

Company Info*

View or Edit information for your company

CONFIDENTIALITY
AGREEMENT
List of Submissions

View a list of confidentiality
agreement tracking submissions.
This reporting form only applies to SERC
members.

Update Signatory List

Submit a revised confidentiality tracking signatory
list.
This option is only available for users designated
as Confidentiality Tracking Designated Employee
(CTDE)

TFES
Search TFEs

View or Edit TFE Request forms, create
Material Change Request, and terminate TFEs

SELF‐CERTIFICATIONS
Search Self‐Certifications

View or Edit Self‐Certification forms

Search Historical Forms

Search for previously submitted self-certification
forms

SCOPE EXPANSIONS
Add New Scope Expansion*

Create a new Scope Expansion form

Search Scope Expansions

Search for previously submitted Scope Expansion
forms

COMPLAINTS
Add Anonymous Complaint
MITIGATION PLANS
Add New Mitigation Plan*
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Menu Option
Search Mitigation Plans
Search Mitigation
Plan Closures
NON-COMPLIANCE
Search Non-Compliances
QUESTIONNAIRE
Search Entries

4.3

Action / Comments
Search for previously submitted Mitigation Plan
forms
Search for previously submitted Mitigation
Plan Closure forms
Search for previously submitted Non-Compliance
forms
Search for assigned IRA and CCQ questionnaires

Exporting and Creating a PDF
The SERC Portal provides a feature to allow a user to export its search results into a
CSV file. The EXPORT button is available on all search results pages.
The SERC Portal also provides a feature to allow a user to create a PDF document
of the various forms. The CREATE PDF option is available on the top of every form.
The Portal also allows a user to merge multiple forms into a single PDF document;
see Batch Action Feature below.

4.4

Batch Action Feature
This feature allows a user to select multiple forms and run a specific action. The
following actions are available:
•

SUBMIT FORMS: This action allows a user to select “In‐Progress” forms and
submit the forms to SERC.

•

READY FOR SIGNATURE: This action allows a user to select “In‐Progress”
forms that require a signature, and send the forms to the entity’s Authorized
Signatory.

•

SIGN FORMS: This action allows an Authorized Signatory to select “Pending
Signature” forms and submit the forms to SERC.

•

EMAIL NOTIFICATION: This action sends an email notification to the user for
“In‐ Progress” forms. The email contains a link for the Authorized Signatory to
access and sign the form. The intent is to allow a user to forward the email to
their appropriate Authorized Signatory if the Authorized Signatory did not
receive the email from the Ready for Signature action.

•

CREATE PDF: This action allows a user to create a combined PDF package of
the forms selected.

To execute the batch action feature:
1)

Navigate to the appropriate page or search page.
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2)

Check the checkboxes in the first column for items you wish to include.

3)

Once all of the desired boxes are checked, click the appropriate batch action
button.
NOTE:

The forms must be in the appropriate state to run specific actions.
(For example, you cannot check forms in the “New” state and run
the “Submit Forms” action; these forms must be “In‐Progress.”)

Figure 6: Batch Action feature

4.5

Other features
Many pages include a “status indicator” in the upper right hand corner of the screen,
which will keep you updated as you perform actions.
Figure 7: Status Indicator Examples

An asterisk (*) next to a field indicates that the data is required and must be
completed before you can submit the form.

5

Entity Administration
An Entity Administrator (EA) is the user account that has full permissions for a given
Entity, and is responsible for creating and maintaining other contacts and user
accounts for that Entity. The duties and responsibilities of an EA include:
•

Acting as a point of contact between users, such as entity employees
assigned to fill out and submit compliance forms, and SERC staff;

•

Creating, editing, and deleting accounts for contacts using the Entity Portal;

•

Assigning permissions and roles to new and existing users; and
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•

Resetting passwords for users, if necessary.

Each Entity must designate at least one contact as Entity Administrator (EA). There
can be multiple EA contacts for an Entity, but SERC recommends maintaining a
limited number of contacts with EA permissions. SERC does suggest having more
than one EA per Entity for backup purposes.

5.1

Contact Management
Each contact requiring access to the SERC Portal should have an individual account.
Only one account should be set up per contact. The Entity Administrator (EA) is
responsible for maintaining the list of user accounts with access to an Entity,
including removal of accounts for contacts who no longer require access to the
Portal.

5.1.1

Add a New Contact
Before adding a new contact, the EA should first search all contacts in the system to
ensure the contact does not already exist. SERC can grant a user access to multiple
Entities, if requested. Please contact SERC_Systems@serc1.org to request this
action. A prompt will appear if the EA tries to add a contact and the contact’s email
already exists in the Compliance Portal. For instructions on searching and editing
contacts, see Searching for Existing Contacts and Editing an Existing Contact.
Follow these steps to add a new contact:
1)

Select SYSTEM ADMINISTRATION from the navigation menu.

2)

Select Add New Contact. The ADD NEW CONTACT window displays.
a. Click CANCEL CHANGES at any time if you would like to cancel adding
a new contact.
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Figure 8: New Contact Form
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3)

Enter the desired username.
The SERC standard format is the first initial followed by the full last name
(for example, John Doe would be JDoe); however, you may feel free to use
any username you desire. The Portal system does not allow duplicate
usernames. If you request a username that is already in use, you will be
required to choose a unique username.

4)

Enter the additional required information, as indicated by the red asterisk (*).
Required information includes first name, last name, title, telephone number,
email, and mailing address.

5)

Select the appropriate roles under the Entity Permissions section. See
Managing Permissions and Roles for more information.

6)

Click SAVE at the top of the Contact Editor screen to save the contact
record.
The status indicator shows SAVED with a green background, once the
contact has been added.

5.1.2

Searching for Existing Contacts
Use these steps to search for existing contacts:
1)

Select SYSTEM ADMINISTRATION from the navigation menu.

2)

Select Search Contacts.
You may refine your search by First Name, Last Name, Roles, or Contact
Types.

5.1.3

3)

Click SEARCH in the top menu ribbon.

4)

Click the up arrow to sort all list items in ascending order, or click the down
arrow to sort all list items in descending order. (Arrows appear next to each
column name in the CONTACT SEARCH RESULTS area.)

5)

To see more or fewer results per page (RRP), change RPP using the drop‐
down menu in the bottom left corner of the screen.

Editing an Existing Contact
Do the following to edit an existing contact:
1)

Search for the contact.

2)

Click Select next to the desired contact or double click the row.

3)

Update the appropriate information on the EDIT CONTACT form. The
menu ribbon at the top of the EDIT CONTACT form provides these
options:
a.

Save: Click SAVE to save any changes you have made.
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b.

Cancel Changes: Click CANCEL CHANGES to cancel any
changes you have made.

c.

Disable Account: Click DISABLE ACCOUNT to remove the
contact permanently.

NOTE: If the contact is designated as one of the Compliance Contact
Types listed in Section 5.2 below, you must remove that
Compliance Contact association before deleting the contact.
See Compliance Contact Types for more information.
d.

Reset Password: Click RESET PASSWORD to send the
contact an email with a link to reset their password.

e.

Create PDF: Click CREATE PDF to create a PDF image of
the contact screen.

Figure 9: EDIT CONTACT Menu Ribbon

5.1.4

Managing Permissions and Roles
Each user must have at least one role for at least one entity. Follow these steps to
assign permissions (Roles) to a contact:
1)

On the Add New Contact screen or on the Edit Contact screen, scroll
down to the PORTAL ENTITY PERMISSIONS section.

Figure 10: Portal Entity Permissions

2) Make role changes as follows:
•

To add permissions for a new entity, click ADD NEW ROW, then click Click to
edit under Entity.
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•

To modify permissions for an existing entity, click an existing role
under Roles and check the appropriate roles.

•

To remove all roles for an entity, click the link labeled Delete in the right column.

3) Click SAVE in the menu ribbon at the top of the form to save your changes.

5.2

Compliance Contact Types
SERC requires each Registered Entity to provide a single point of contact for each of
the Compliance Contact types shown below. Only one contact of each type is
allowed for each Registered Entity (except Alternate Compliance Contacts). Different
individuals should fill each of these roles.
Primary Compliance Contact
•

Point of contact for all compliance communication from SERC and,
periodically, NERC distribution emails

Primary Compliance Officer
•

Officer-level contact responsible for compliance activities

•

Point of contact for all enforcement notices (i.e. Notice of Possible
Violation, Confirmed Violation, Mitigation Plan Acceptances, etc.)

•

Point of contact for escalated requests from SERC or NERC for data,
information, or other reports

Optionally, each Entity can provide a point of contact for each of the Compliance
Contact types shown below.
Alternate Compliance Contact
•

Copied on all distribution emails

•

More than one contact can be named for this type

•

SERC recommends having at least one per entity for backup
purposes

Primary CEO Contact
•

Highest ranking official at the organization

•

Only contacted in special circumstances (i.e., company‐specific
confidential information; in the event the entity has failed to respond to
multiple, escalated requests; etc.)

•

Only one contact of this type allowed in system per Entity.

An Entity Administrator (EA) is the only user that can edit the Contact
Type contacts. Follow these steps to manage Compliance Contact Types:
1)

If you have access to multiple Registered Entities, you must first select the
appropriate Entity from the dropdown menu at the top right of the screen
and click CHANGE ENTITY.
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2)

Select SYSTEM ADMINISTRATION and click Company Info.

3)

Scroll to the ENTITY CONTACTS section. From here, you can perform
the following actions.
a. Add a new contact:
i.

Click ADD NEW ROW.

ii. Select Click to edit under the Contact Name and Contact Type.
b. Delete an existing Contact Type record:
i.

Click Delete next to the appropriate Contact.

ii. Click OK on the confirmation dialog.
c. To edit the contact listed as one of these Contact Types:
i.

Click on the Contact Name next to the appropriate Contact Type.

ii. Select the new Contact Name from the dropdown list.
Click SAVE in the menu ribbon to save your changes.

4)

Figure 11: Entity Contacts Examples

6

Compliance Forms
An entity can submit the following types of Compliance Forms:
•

Scope Expansions

•

Mitigation Plans

•

Mitigation Plan Closures

SERC collects the following types of Compliance Forms:
•

6.1

IRA Questionnaires

Compliance Form Status
Each form will have a submittal status based on its current position in the submittal
process to SERC.
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Status
Name

Description

Can be
edited?

Can add
attachments?

New

The form has been posted and
available for the user.

Yes

No

In
Progress

The user has accessed the form and
saved their progress.

Yes

Yes

Pending
Signature

The user has clicked READY FOR
SIGNATURE and the form is
available for the Authorized
Signatory to sign and submit.

Yes

Yes

Completed

The form has been submitted to
SERC.

No*

No

*To edit a completed form, contact SERC at SERCComply@serc1.org.

6.2

Technical Feasibility Exception (TFE) Request
For certain Critical Infrastructure Protection (CIP) requirements, a Registered Entity
may request a Technical Feasibility Exception (TFE) when it cannot achieve strict
compliance with the requirement. Procedures for requesting, modifying, or
terminating a TFE, as well as the associated data requirements, are defined in
Appendix 4D of the NERC Rules of Procedure for Requesting and Receiving
Technical Feasibility Exceptions to NERC Critical Infrastructure Protection
Standards.
A Technical Feasibility Exception (TFE) is an exception to strict compliance with a
standard on the grounds of technical infeasibility or technical limitations. The
submittal of a TFE does not relieve an entity of its obligation to comply with the
applicable requirement; it merely authorizes an alternative to strict compliance using
compensating or mitigating measures.
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Figure 1: TFE Historical Search Menu

6.3

•

The following options are available for a previously submitted TFE: CREATE
PDF: Create a PDF image of the current form.

•

ATTACHMENTS (x): This option opens the ATTACHMENT
SEARCH screen. “X” indicates the number of documents attached to
the form.”

Self-Certification Form
Self-Certification is a focused monitoring approach based on an entity’s risk, and
may be conducted in lieu of a Spot Check or Audit. SERC determines SelfCertifications based on a Registered Entity’s Compliance Oversight Plan (COP) or
based on regional risks and other considerations. SERC will follow the NERC Rules
of Procedure (ROP) for notifying registered entities of any Self-Certifications,
ensuring advance notice according to the ROP.
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Figure 13: Self Certification Historical Search Menu

6.4

Scope Expansion
An entity can submit a scope expansion to a previously submitted noncompliance
that is still in progress if the new discovery 1) involves the same Standard and
Requirement as the previously submitted noncompliance, and 2) has the same or
similar cause as the previously submitted noncompliance. In some cases, a SelfReport may be more appropriate than a scope expansion, so please contact your
SPOC for guidance prior to submitting any scope expansion.
After speaking with your SPOC, follow these steps to create a new Scope Expansion
form:
1)

If you have access to multiple Registered Entities, you must first
select the appropriate Entity from the dropdown menu at the top
right of the screen and click Change Entity.

2)

Select SCOPE EXPANSIONS from the left navigation menu.

3)

Click Add New Scope Expansion.

4)

Provide the requested information.
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Do not attach BES Cyber System Information to the Portal form. Please
provide such information via alternate methods. Contact your SPOC if you
have questions.

6.5

5)

Click SAVE at any time to save your progress.

6)

When you are ready to submit to SERC, click SUBMIT.

Complaint
Any person may submit a complaint to report a possible violation of a reliability
standard by completing a complaint form. If so requested, NERC and Regional Entity
staff will withhold the name of the complainant in any communications with the
violating entity. SERC will hold all information provided as confidential in accordance
with the NERC Rules of Procedure.
Do the following to submit an anonymous compliant:

6.6

1)

Select COMPLAINTS from the navigation menu.

2)

Select Anonymous Complaint from the dropdown menu. You will
be redirected to the NERC Compliant Hotline where you will find
additional instructions.

Mitigation Plan
A Mitigation Plan is an action plan developed by a Registered Entity to 1) correct
noncompliance with a Reliability Standard, and 2) prevent recurrence of the
noncompliance. A quality Mitigation Plan consists of not only identifying the
Reliability Standard and Requirement at issue, but also providing enough description
to allow the Compliance Enforcement Auditor (CEA) to understand the nature,
cause, and duration of the potential noncompliance, and the mitigating activities (i.e.,
scope determination; root cause analysis; corrective, detective, and preventive
actions) that have or will be completed. Refer to the NERC Registered Entity SelfReport and Mitigation Plan User Guide for additional information.
32T

6.7

Create a New Mitigation Plan
Follow these steps to create a new Mitigation Plan form:
1.

If you have access to multiple Registered Entities, you must first select
the appropriate Entity from the dropdown menu at the top right of the
screen and click Change Entity.

2.

Click on MITIGATION PLANS in the left navigation menu.

3.

Click Add New Mitigation Plan.

4.

Provide the requested information.
Do not attach BES Cyber System Information to the Portal form. Please
provide such information via alternate methods. Contact your SPOC if you
have questions.
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5.

Click SAVE at any time to save your progress. This saves your work in the
Portal, but does not submit the form to SERC.

6.

When you are ready to submit to SERC, click READY FOR SIGNATURE to
notify your Authorized Signatory contact of the form completion. See
Authorized Signatory below for more information.

Compliance and Committee Portal
03/16/2022/Rev. 2.1

GUIDE-RMF-445
Page 25 of 46

Compliance Forms

PUBLIC

Figure 19: Mitigation Plan Form
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View a Mitigation Plan
To view in‐progress or previously submitted Mitigation Plan forms:
1.

Click on MITIGATION PLANS in the left navigation menu.

2.

Click Search Mitigation Plans.

3.

Enter search criteria.

4.

Click SEARCH.

5.

Click Select next to the appropriate form.

Attach Evidence: Follow the steps described in Attachments to attach evidence to
a Mitigation Plan form.

6.9

Mitigation Plan Milestone
Follow these steps to complete a Mitigation Plan milestone:
1.

6.10

Select the appropriate Mitigation Plan using the steps shown in View a
Mitigation Plan.

2.

Scroll to Section D.3 of the form and click the appropriate
Milestone Name that is pending.

3.

Provide the requested information in the MILESTONE COMPLETION
INFORMATION section.

4.

Click Save.

Revise a Mitigation Plan
Mitigation Plan forms cannot be unlocked for revision. You will need to submit
supplemental information to SERC or create a revised Mitigation Plan if changes are
required after submittal is complete. Contact your SPOC for the next steps. The
ability to revise an existing Mitigation Plan and the types of changes allowed
depends on the state of the submitted Mitigation Plan.
When the Mitigation Plan is in the Region Accepted – Entity Implementing state you
can make changes only to the following items:
•

Closure can be added or edited.

•

Extension can be added or edited.

•

Attachments can be added.

•

Milestones can be marked completed with a completion date and completion
comments.

For all other changes, the entity must submit a revised Mitigation Plan. Contact your
SPOC before submitting a revised Mitigation Plan. The Mitigation Plan must be in
one of the following states to allow the user to create a revised Mitigation Plan:
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•

Mitigation Plan Rejected by Region,

•

Mitigation Plan Revision Requested,

•

Region Accepted - Entity Implementing Mitigation Plan, or

•

Region Validating Mitigation Plan Completion.

Follow these steps to create a revised Mitigation Plan:

6.11

1.

Select the appropriate Mitigation Plan using the steps shown in View a
Mitigation Plan.

2.

Click CREATE REVISION at the top of the form.

3.

Modify the Mitigation Plan form as appropriate.

4.

Click SAVE to save your progress.

5.

When you are ready to submit to SERC, click READY FOR
SIGNATURE to notify your Authorized Signatory contact of the form
completion. See Authorized Signatory below for more information.

Mitigation Plan Closure Form
A Mitigation Plan Closure form can be created from a Mitigation Plan form once the
Mitigation Plan is in the Pending Signature state, but cannot be submitted until the
Mitigation Plan form has been submitted to SERC and all applicable milestones have
been completed.
Follow these steps to create a Mitigation Plan Closure form:
1.

Select the appropriate Mitigation Plan using the steps shown in View a
Mitigation Plan.

2.

Click GO TO CLOSURE FORM in the blue bar at the top of the form.

3.

Complete the requested three fields.
NOTE:

The date in the first field is the date the mitigation plan was
completed. That completion date must be prior or equal to the date
submitted shown in Section D of the mitigation plan.

4.

Add Attachments if applicable.

5.

Click SAVE at any time to save your progress. DO NOT click
SUBMIT until you are ready to submit the closure form and evidence
to SERC.

6.

When ready to submit:
a. Formal MPs:
i. Click the READY FOR SIGNATURE box.
ii. Select the signatory contact from the dropdown list.
iii. Click Ok.
b.

Informal MPs: Click SUBMIT.
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View in-progress forms: Do the following to view in-progress or historical
Mitigation Plan Closure forms:
1.

Select MITIGATION PLANS from the left menu.

2.

Click Search Mitigation Plan Closures.

This page will allow you to search by Mitigation Plan Status, Mitigation Plan
Closure Status, Standard, Requirement, NERC Violation ID, Regional Control
ID, and Functions.

6.12

Mitigation Plan Closure Form Attachments
The user can submit evidence with a Mitigation Plan Closure form as long as the
closure is in either the Mitigation Plan Closure In Progress or Mitigation Plan Closure
(Pending Signature) state. Once it has been signed and moved to the Mitigation Plan
Closure Completed state, the user can no longer add attachments.
An Attachments option is available at the top of the form (ATTACHMENTS (x)) or
under each milestone (Attachments (x)). If the plan has milestones, use the option
for each milestone.
Otherwise, use the link at the top of the form. See Attachments below for instructions
on attaching files to a form.

6.13

Mitigation Plan Status
Each form will have a submittal status based on its position in the submittal process
to SERC.
Submittal Status

Description

Region awaiting Mitigation
Plan

The Mitigation Plan form has been saved, but not
submitted to SERC.

Region awaiting Mitigation
Plan Pending Signature

The user has clicked READY FOR SIGNATURE and the
form is available for the Authorized Signatory to sign and
submit to SERC.

Mitigation Plan Closure In
Progress

The user has accessed the form and saved their
progress.

Mitigation Plan Closure
Pending Signature

The user has clicked READY FOR SIGNATURE and the
form is available for the Authorized Signatory to sign and
submit to SERC.

Mitigation Plan Closure
Completed

The form has been submitted to SERC.

The Mitigation Plan will also have a state based on its position in the review process
at SERC.
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Mitigation Plan Status

Description

Region reviewing Mitigation The Mitigation Plan has been submitted to SERC
Plan
and SERC is reviewing the Mitigation Plan.
Region Accepted Entity Implementing
Mitigation Plan

SERC has accepted the Mitigation Plan. Entity
can make these changes:
•

Closure can be added or edited.

•

Extension can be added or edited.

•

Attachments can be added.

Region Validating
Mitigation Plan
Completion

Milestones can be marked completed with
a completion date and completion
comments.
SERC has accepted the Mitigation Plan, the Entity
has submitted the Mitigation Plan Closure form, and
SERC is reviewing the Mitigation Plan Closure form.

Waiting on NERC
Mitigation Plan Approval

SERC has accepted the Mitigation Plan and NERC
is reviewing the Mitigation Plan.

Pending Regional Closure

SERC has verified completion of the Mitigation
Plan; there are no pending actions.

Mitigation Plan Closed

SERC has verified completion of the Mitigation
Plan; there are no pending actions and has
marked the Mitigation Plan as closed.

•

Mitigation Plan Rejected by SERC has rejected the Mitigation Plan. A
Region
revised Mitigation Plan is required.

6.14

Mitigation Plan Replaced
with Revision

A revised Mitigation Plan has been submitted to
replace this Mitigation Plan.

Mitigation Plan Revision
Requested

SERC has requested changes to the Mitigation Plan;
a revised Mitigation Plan is requested.

Mitigation Plan Dismissed

The violation has been dismissed

Mitigation Plan Extension
Review

The Entity has submitted an Extension Request
and SERC is reviewing the request.

Non-Compliance
This section provides the ability to allow users to search reported non-compliance for
the Registered Entity (or Entities) they have permission to access using several
different criteria.
Once a search is complete, a grid will list the following:
•

Region ID
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•

NERC Violation ID

•

Standard

•

Requirement

•

Violation State

•

Identification Method

•

Date Submitted

PUBLIC

Users will have a read-only view to non-compliance details submitted; see contact
information for the Regional Contact, Screener Contact and Point of Contact; and
have the ability to view the Mitigation Plan.
Figure 20: Non-Compliance Search Menu

6.15

Questionnaire
SERC uses the questionnaire section of the Portal to gather information from
Registered Entities, specifically for Inherent Risk Assessment (IRA) and Compliance
Culture Questionnaire (CCQ). SERC performs an Inherent Risk Assessment (IRA) of
a Registered Entity to identify areas of focus and the level of effort needed to monitor
that Registered Entity’s compliance with selected NERC Reliability Standards
applicable to that entity’s registered functions. The results of the IRA process do not
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change any obligation for a Registered Entity to be compliant with all NERC
Reliability Standards applicable to the Registered Entity’s function(s).
To respond to an IRA or CCQ Survey:

6.16

1)

If you have access to multiple Registered Entities, you must first select
the appropriate Entity from the dropdown menu at the top right of the
screen and click Change Entity.

2)

Select QUESTIONNAIRE from the left navigation menu.

3)

Select Search Entries.

4)

Click Select next to the appropriate entry.

5)

Provide the requested information.

6)

Click SAVE at any time to save your progress.

7)

When you are ready to submit to SERC, click SUBMIT.

Authorized Signatory
These forms require signature by the Authorized Signatory contact to complete the
submittal to SERC:

6.17

•

Mitigation Plan

•

Mitigation Plan Closure

Move to Pending Signature State
Do the following to move a form to the Pending Signature state and notify your
Authorized Signatory contact:
1)

Locate the desired form.

2)

Open the form using the appropriate procedure.

3)

Click READY FOR SIGNATURE at the top of the form.

4)

Select the Authorized Signatory contact name from the dropdown list.

If your Authorized Signatory does not appear in the dropdown list, contact your EA to
assign the appropriate user the Authorized Signatory role. You can also perform this
action on multiple forms. To do this, see Batch Action Feature on page 12.
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Figure 22: Authorized Signatory drop down option box

6.18

Sign a Form
When a form transitions to a Pending Signature state, the Portal system will send an
email to the Authorized Signatory contact, informing them that there is a form
pending their approval.
Follow these steps to approve the form(s):
1)

Click the link in the automatically generated email.

To access this page from the Portal Homepage, open the form using the
procedures described previously.
2)

Click SIGN at the top of the form.

3)

Click OK.

You can also perform this action on multiple forms. To do this, see Batch Action
Feature on page 12.

6.19

Attachments
To enable the attachments feature, a compliance form must be saved, but not
submitted. Do not attach BES Cyber System Information to a form in the Portal.
Please provide such information via alternate methods. Contact your SPOC if you
have questions.
The following rules apply to submitted files:
•

The system allows only alphanumeric characters, including the space.

•

File names cannot be longer than 100 characters.

•

Do not use the period character consecutively in the middle of a file name. For
example, "file..name.docx" is invalid.

•

You cannot use the period character at the end of a file name.

•

You cannot start a file name with the period character.

•

The file must be less than 50 MB.
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Follow these steps to attach a form to a compliance form:
1.

Access the desired form as described previously.

2.

Click ATTACHMENTS in the menu ribbon to open the ATTACHMENTS
SEARCH screen.

3.

Click NEW ATTACHMENT to open the ATTACHMENT EDITOR screen.

4.

Enter a description (optional).

5.

Click BROWSE, then select file to attach.

6.

Click SAVE to close the ATTACHMENT EDITOR screen and return to the
ATTACHMENTS SEARCH screen.

Figure 23: Attachment Ribbon Menu

Figure 24: Attachment Editor Menu

7

Committees
SERC maintains committee information, including rosters, to support standing
committees and their subcommittees, auditing teams, and other groups that may be
required to conduct SERC business. This section introduces you the committee
functionality in the portal, which is designed to help you easily look up committee and
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roster information; as well as access and manage documents for the committee(s)
you belong to.

7.1

Search Committee
In this section, you will learn about searching for and viewing the committees that
exist in the Compliance & Committee Portal. Follow the steps below to search for a
committee:
1) From the left navigation menu, click Committee > Search Committee.
2) Upon the initial load, the “Committee Search” screen will list all of the
committees that exist in the Compliance & Committee Portal.
3) To search for a committee, use one or more of the search criteria provided in the
COMMITTEE SEARCH CRITERIA screen. The committee search criteria are:
•

Committee Name

•

Committee Type

•

Committee Abbreviation

•

Committee Member

Figure 25: Committee Search Menu
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7.1.1

My Committees
Clicking MY COMMITTEES will display in the COMMITTEE SEARCH RESULTS
section all of the committees in the Compliance & Committee Portal to which you
belong.

7.1.2

My Company’s Committees
Please note that MY COMPANY’S COMMITTEES is available only when you select
a company from the Entity dropdown. This dropdown is available from the top right
corner in the Compliance & Committee Portal.
Access My Company’s Committees: Clicking MY COMPANY’S COMMITTEES
will display all the committees to which your company’s employees belong. The
report provides the following information:
•

Committee Name: Report data is grouped by this field.

•

Committee Member: For each committee, this field displays the names of all
committee members from your company.

•

Representing: This field displays the position(s) that the committee member
hold(s) in a committee.

•

Contact Information: The contact information of a committee member
displays here.

To print a My Company’s Committees report, simply click PRINT to download a PDF
version of the report on your computer.
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Figure 26: Committee Search Ribbon Menu

7.2

View a Committee
Do the following to access the information of a particular committee and its roster.
1. Search for the committee using the steps shown in Search Committee on
page 41.
2. Click the View link from the COMMITTEE SEARCH RESULTS section. The
Committee Viewer screen will display.
The Committee Viewer screen consists of the following:
•

DOCUMENTS: Clicking this will provide access to all committee related
documents.

•

PRINT ROSTER: Clicking this will download a PDF version of the committee
roster.

•

MEETING MINUTES: This allows access to an external link where the
meeting notes of the committee reside. This button is available only if the
meeting minutes link is included as part of the committee profile.

•

PROCEDURE DOCUMENT: This allows access to an external link where the
procedure documents of the committee reside. This button is available only if
the procedure documents link is included as part of the committee profile.
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•

SCOPE DOCUMENT: This allows access to an external link where the scope
document of the committee resides. This button is only available if the scope
documents link is included as part of the committee profile.

•

CLOSE: Click this to close the committee site and return to the Committee
Search window.

•

Committee Information Section: This area displays the name of the
committee and the distribution list email address.

•

COMMITTEE MEMBERS: This area displays a list of all the members of the
selected committee.

Figure 27: COMMITTEE EDIT Screen

7.3

Committee Documents
Do the following to access the documents of a committee:
1. Search for the committee using the steps shown in Search Committee on
page 41.
2. Click the View link from the COMMITTEE SEARCH RESULTS section. The
Committee Viewer window will display.
3. Click DOCUMENTS on the Committee View window. The Documents List
window displays.
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From this screen, you will be able to perform the following tasks:
•

FOLDER ACTIONS: This area displays the committee’s folders.
o

ADD: This button allows the user to add new folders.

o

DELETE: To delete existing folder

o

•

RENAME: To rename existing folders

DOCUMENTS LIST: This area displays a list of documents stored in the
selected folder.
o

DELETE DOCUMENTS: Select one or more documents from the list
to delete, then click this button.

o

UPLOAD DOCUMENTS: Click this to initiate the document upload
process.

o

View: View the details of a document in the list, such as document
description and revision history. Refer to Committee Document
Details section below.

o

Download: Click this link next to the desired document to download
the latest version of the document

Figure 28: COMMITTEE DOCUMENTS Screen

7.3.1

View Committee Document Details
Do the following to access the documents of a committee:
1. From the Committee Viewer window, click DOCUMENTS on the Committee
View window. The Documents List window displays.
2. Locate and select the appropriate folder on the left of the window.
3. In the DOCUMENTS LIST, locate the desired document.
4. Click View. The DOCUMENT DETAILS window displays. This page consists
of the following sections:
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•

FOLDERS: This area displays the list of the committee’s
folders. The folder of the currently selected document is
highlighted.

•

EDIT – DOCUMENT: – This area displays the name of
the document and a brief description of the document, if
any is available.

•

REVISION HISTORY: This area displays all revisions of the
document. With a track record of all the revisions of a
document. A particular revision can be accessed by clicking
“View” link. This section to provide the following revision
history information:
o

Actions: This column displays the available actions for each
document, such as View and Download.

o

Revision: Each revision (number) of the document
saved in the portal displays in this column.

o

File Size: This column displays the file size of a revised
document.

o

Last Edited: This column displays the date the revised
document was uploaded.

o

By: This column displays the user that uploaded the
revised document.

From this screen, you will be able to perform the following tasks:

7.3.2

•

SAVE: You can edit the description of a document, then click this button to
save the change.

•

CANCEL CHANGES: This will cancel any changes that have not already
been saved.

•

DELETE: Click this to delete a document from the system.

•

DOWNLOAD: Click this to download the latest version of a document.

•

CHECK OUT: Use this to checkout a document in order to upload an
updated version of the document. The system will prevent other committee
members from uploading a revision of a document while the document is
checked out.

•

RETURN TO DOCUMENT LIST: This returns you to the Documents List
window.

Committee Document Check out
Do the following to check out a document:
1. From the DOCUMENTS LIST, locate the desired document.
2. Click View. The DOCUMENT DETAILS window displays.
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3. Click CHECK OUT to prevent others from uploading a revision of the
document. The Committee Document Check Out window (Figure 11) opens.
Once a user check a document out, the following conditions apply:
•

CHECK OUT is replaced with CANCEL CHECK OUT.

•

The DOCUMENT DETAILS window displays the name of the user who
checked out the document and the checkout time.

•

Only the user who checked out the document can update it.

•

Other users who have access to the document can download it, but cannot
upload a revision.

Follow these steps to upload a revision to the checked-out document:
1. Click BROWSE from the File Upload field, and select the desired document
from your local drive.
2. Click SAVE to upload your revision. The REVISION HISTORY section
displays the new revision. This effectively removes the checked-out status of
the document, and makes the document available for check out to other
users who have access.
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Figure 29: COMMITTEE DOCUMENT Check Out Screen

8

Confidentiality Tracking
This section introduces you the Confidentiality Agreement Tracking Module, which is
how SERC manages and tracks Non-Disclosure Agreement signature data through
the signatory list form submitted directly in the Compliance & Committee Portal.
This module is available only to users with an Entity Administrator or Designated
Employee role in the Compliance & Committee Portal. Confidentiality Agreement
Tracking reporting applies only to SERC Member companies. View the SERC
membership web page for more information about SERC Membership.

8.1

List of Submissions
In this section, you will learn how to view the submissions of the Signatory List form
for a particular company in the Compliance & Committee Portal.
The List of Submissions link is available from the left navigation menu by selecting
CONFIDENTIALITY AGREEMENT > List of Submissions.
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The List of Submissions link is available to users with Entity Administrator or
Designated Employee roles in the Compliance & Committee Portal.
Clicking List of Submissions will allow access to the list of submission page where
the view is based on the following:
•

DISPLAY ALL: Click this to view all the submissions that exist in the system.

•

PREVIOUS 180 DAYS: Click this to view the submissions from the last six
months.

•

CURRENT SUBMISSION: Click this to view the most recent submission in
the system. This is the default filter when the page initially loads.

The List of Submissions page provides the following submission information:
•

Entity: This column displays the name of the entity for which the signatory list
form was submitted.

•

Submission Date: This column displays the date the signatory list form was
submitted.

•

Submitted By: This column displays the user who submitted the signatory
list form.

•

Attachments: Displays the number of attachments associated with a
submitted signatory list form.

To view a copy of submitted Signatory List Form, click View to download a PDF
version of the selected list to your computer.
Figure 30: CONFIDENTIALITY AGREEMENT TRACKING SEARCH Screen

8.1.1

Update Signatory List
This section explains how to submit a Signatory List Form for a particular company in
the Compliance Portal.
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The Update Signatory List link is available only to users with the Designated
Employee role in the Compliance Portal. The user must select a company from the
Entity drop-down list on the top-right corner in the Compliance Portal.
Follow these steps to submit a Signatory List Form to track the date on which the
company employee signed the Non-Disclosure Agreement (NDA):
1) Click the Update Signatory List link from the Navigation panel.
The SIGNATORY LIST EDITOR table displays a list of contacts
who belong to the selected entity or company.
2) Update the signatory information:
a) To add a confidentiality signed date for a contact, check the
Signed checkbox and select the date of the NDA signature in
the Date Signed field.
b) To remove a confidentiality signed date for a contact, uncheck the Signed
checkbox.
3) Add attachments, if necessary:
a) Click ATTACHMENTS to display the CONFIDENTIALITY AGREEMENT
SEARCH window.
b) Click NEW ATTACHMENT.
c) Click BROWSE and select the appropriate file.
d) Click SAVE to upload the file.
e) Click RETURN TO ATTACHMENTS LIST to close the window
and return to the list of attachments.
4) Click SUBMIT to submit the form. The NDA date is mapped
automatically to the NDA date field in the contact’s system profile.
5) Click CANCEL CHANGES at any time to cancel all changes and revert to
the previously saved information.

9

Portal Support
Contact SERC staff for assistance with the SERC Compliance & Committee Portal.
Topic

Email

Compliance

SERCComply@serc1.org

Committees

SERC Support@serc1.org

Technical Issues

SERC_Systems@serc1.org
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Appendix A

Portal Security

The SERC Portal is hosted from an off‐site high‐ security data center. SERC
complies with all confidentiality concerns, including:
•

Physical protection;

•

Perimeter controls (network firewall);

•

Regular anti‐virus scanning ;

•

Regular patching of critical systems; and

•

System monitoring.

Annual Vulnerability Assessments
SERC performs an annual security assessment on its systems to validate security
controls.
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