HOT TOPICS
C O RO N AV I RU S

FERC and NERC provided industry guidance to ensure grid reliability
amid potential Coronavirus impacts.

SERC Reliability Assurance Message
SERC and the ERO Enterprise, including FERC, recognize the challenges that the Coronavirus
RXWEUHDNKDVSODFHGRQRSHUDWLRQVHVSHFLDOO\SHUWDLQLQJWRSHUVRQQHOFHUWL¿FDWLRQUHTXLUHPHQWV
PHHWLQJSHULRGLF5HOLDELOLW\6WDQGDUGVUHTXLUHPHQWVDQGFRPSOLDQFHPRQLWRULQJDFWLYLWLHVE\WKH
Regions. Recently NERC and FERC issued guidance on these three topics; regulatory discretion
will be applied in consideration of the uncertainties caused by our collective response and recovery
IURPWKLVXQSUHFHGHQWHGSXEOLFKHDOWKHPHUJHQF\6SHFL¿FDOO\WKLVJXLGDQFHVWDWHVWKHIROORZLQJ

https://www.cdc.gov/coronavirus/2019-ncov/about/prevention-treatment.html

• 7KHHႇHFWVRIWKH&RURQDYLUXVZLOOEHFRQVLGHUHGDQDFFHSWDEOHEDVLVIRUQRQFRPSOLDQFHZLWK
REWDLQLQJDQGPDLQWDLQLQJSHUVRQQHOFHUWL¿FDWLRQDVUHTXLUHGLQ5HOLDELOLW\6WDQGDUG3(5
IRUWKHSHULRGRIWLPHEHWZHHQ0DUFKWR'HFHPEHU5HJLVWHUHGHQWLWLHVVKRXOG
notify their Regional Entities and Reliability Coordinators when using system operator personnel
WKDWDUHQRW1(5&FHUWL¿HG
• 7KHHႇHFWVRIWKH&RURQDYLUXVZLOOEHFRQVLGHUHGDQDFFHSWDEOHUHDVRQIRUFDVHE\FDVH
QRQFRPSOLDQFHZLWK5HOLDELOLW\6WDQGDUGUHTXLUHPHQWVLQYROYLQJSHULRGLFDFWLRQVWKDWZRXOG
KDYHWDNHQSODFHEHWZHHQ0DUFKDQG-XO\5HJLVWHUHGHQWLWLHVVKRXOGQRWLI\
their Regional Entities of any periodic actions that will be missed during this period.
• 5HJLRQDO(QWLWLHVZLOOSRVWSRQHRQVLWHDXGLWVFHUWL¿FDWLRQVDQGRWKHURQVLWHDFWLYLWLHVDWOHDVW
XQWLO-XO\5HJLVWHUHGHQWLWLHVVKRXOGFRPPXQLFDWHDQ\UHVRXUFHLPSDFWVDVVRFLDWHG
with remote activities to their Regional Entities.
In applying this guidance, SERC will use regulatory discretion toward our registered entities, and
will consider the impact of the recent challenges associated with the coronavirus outbreak. What

SERC Reliability Assurance Message
(Cont’d)
this means to our registered entities concerning
the CMEP activities described above is that your
being reliable and secure takes priority.
• SERC will not be sending out new Audit
1RWL¿FDWLRQ/HWWHUVXQWLO$XJXVW
at the earliest. This means we will need to
make some adjustments on our 2020 audit
schedule for a few registered entities that are
DႇHFWHGE\WKLV:HDUHFXUUHQWO\ZRUNLQJWR
incorporate these adjustments into our 2020
schedule.
• Discretion will be used if you have challenges
submitting any Periodic Data Submittals in a
WLPHO\IDVKLRQE\-XO\3OHDVHUHDFK
out to SERC if you anticipate being late with
your submittal.
• &0(3&HUWL¿FDWLRQDFWLYLWLHVZLOOSDXVH OLNH
onsite audits) until August 1, 2020, at earliest.
7KLVVLWXDWLRQLVYHU\ÀXLG6(5&ZLOOFRQWDFWWKH
UHJLVWHUHGHQWLWLHVDႇHFWHGE\WKHGHOD\RIDXGLWV
RUFHUWL¿FDWLRQVWRGHWHUPLQHHDFKHQWLW\¶VGHVLUH
IRUPRYLQJIRUZDUGZLWKRႇVLWHZRUNRUGHOD\LQJ
as some may not view continuation of the curUHQWDXGLWFHUWL¿FDWLRQVFKHGXOHDVEXUGHQVRPH
SERC will collaborate with the ERO, and these
approaches will be reviewed and considered
IXUWKHUEH\RQG-XO\LIWKHVLWXDWLRQ
dictates. SERC will continue to keep our
registered entities informed.

Q

If a utility was forced to set up a temporary
control center due to a need to isolate
personnel over Coronavirus contamination that
cannot be fully completed with the two current
control centers (primary and backup), is there any
provision that allows the entity to be released from
meeting some of the CIP standards during an
emergency condition such as this?

PHQWVLGHQWL¿HGIRUD&,3([FHSWLRQDO&LUFXPVWDQFH
is paramount.

A

*ORVVDU\GH¿QLWLRQRI&,3([FHSWLRQDO
Circumstance:
A situation that involves or threatens to involve one
or more of the following, or similar, conditions that
impact safety or BES reliability: a risk of injury or
death; a natural disaster; civil unrest; an imminent
RUH[LVWLQJKDUGZDUHVRIWZDUHRUHTXLSPHQWIDLOXUH
D&\EHU6HFXULW\,QFLGHQWUHTXLULQJHPHUJHQF\
assistance; a response by emergency services; the
enactment of a mutual assistance agreement; or an
impediment of large scale workforce availability.

For all instances during this period, SERC will consider all facts and circumstances as described in the
guidance provided by NERC and FERC; however, it
is incumbent on the registered entity to notify SERC
RIWKHLVVXHWRIXOO\GHVFULEHWKHVSHFL¿FIDFWVDQG
circumstances for each case, and to not assume we
NQRZWKHLUVSHFL¿FGHWDLOVVKRXOGDQLVVXHDULVH

Some examples of CIP Exceptional Circumstances
LQFOXGHWKHVWDQGDUGVDQGUHTXLUHPHQWVLGHQWL¿HG
below. Please remember, this list includes only CIP
standards, and is not conclusive. Others, such as
3(5DQG35&PLJKWDOVREHDႇHFWHG
• &,35$WWDFKPHQW6HFWLRQ
• CIP-004-6 R2 Part 2.2
• CIP-004-6 R4; Part 4.1
• CIP-006-6 R2 Part 2.1, 2.2
• &,353DUW
• &,353DUWDQG5

The most relative scenarios center on our
entities’ responses during a natural disaster. The response below for your consideration is
YHU\SUHVFULSWLYH7KLVLVEHFDXVHWKHUHTXLUHPHQWV
around a CIP Exceptional Circumstance are specifLF1DWXUDOO\WKHUHFDQEHÀH[LELOLW\LQDQ\ZDLYHUVRU
leniency granted during this time.

SERC places criticality on all situations concerning
conditions or events that impact or might impact
reliable operation of the bulk power system (BPS).
Cases of COVID-19, have the potential to become
a CIP Exceptional Circumstance. Understanding
WKHGH¿QLWLRQRID&,3([FHSWLRQDO&LUFXPVWDQFH
and ensuring that our registered entities’ existing
%XVLQHVV&RQWLQXLW\3ODQVDGGUHVVWKHUHTXLUH-

([HPSWLRQUHTXHVW V VKRXOGEHPDGHWR1(5&
for consideration, and they may consider issuing
a blanket statement on the potential impact of
COVID-19 on the day-to-day operations and
compliance of the BES.
Please take a moment to review the guidance provided in the recent announcement from NERC and
FERC. Contact support@serc1.orgZLWKTXHVWLRQV

