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S E RC CONNE CT I ON
HAPPY NEW YEAR!
By: Tim Ponseti, Vice President, Operations
I have always felt that, in addition to food, shelter, and clothing, electric power falls into
the same category as a “necessity” for most of us. Reflecting on this past year—which
included my kids attending school virtually, my spouse teaching classes online, and
most of my work conducted with heavy reliance on internet technology—I believe that
having a secure and reliable home internet service is now a likely addition to the basic
necessity list in today’s post-pandemic world.
As we reflect on whether or not electricity has risen to the level of a “basic necessity,”
consider the following. Electricity powers our country and much of our way of life. It
keeps the lights on; makes computers work; heats our home; provides hot and cold
running water; powers our cell phones, Wi-Fi, and big screen TVs; enables video
games; and along the way, powers all the other basic comforts that we have come to
rely on and enjoy. In fact, the nation’s economy, security, and the health and safety of
our citizens depend on the reliable and secure delivery of electricity. From hospitals
to water purification systems to traffic lights to supermarkets to communication and
financial systems, electricity is vital to keeping our country’s infrastructure alive and
well.
The importance of this “reliability” hits home personally, as many in the SERC footprint
have co-workers and loved ones battling pandemic risks. In the midst of these
challenges, it is more important than ever that they can count on their electric power—
wherever they may be. The importance of this “security” becomes even more relevant
in light of recent cyber compromises, attacks, and threats.

When someone can infiltrate a security system platform used by thousands of
companies, including our government, insert malware that masquerades as authorized
https://www.serc1.org/contact-us and legitimate, and have it go undetected for months, that should give all of us pause.

MORE
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CYBER SECURITY FOR THE HOME OFFICE (PART 2 OF 5)
By: Eric Howell, Program Manager, Critical Infrastructure Protection

HAPPY NEW YEAR (Continued)

Over the next several months, I am sure many post-op lessons learned
will be compiled, as all of us look to improve our security position going
forward. Some general cyber security tips are worth mentioning here:
 Be aware of your cyber surroundings; use multiple layers of
defense.
 Never let your guard down, do not become over confident.
 Use different passwords for every account; change passwords
regularly.
 Keep your computer systems up to date; patch regularly.
 Keep an isolated, secure, and unconnected backup of your data
and systems.
 Always use a secure network, or at least a Virtual Private Network
(VPN); avoid public Wi-Fi.
As we learn from and move past this recent cyber-attack—even if your
systems (like SERC’s) were not compromised—it is important for all of us
to pull together against a common threat to one of our basic necessities.
Now, more than ever, it is important to share best practices and lessons
learned. Just as we do after a major storm event, we can support each
other with wholehearted determination, because we know how crippling it
is to our family, friends, and fellow Americans when the lights go out and
don’t come back on.
SERC is proud to stand with our many entities that protect the Bulk Power
System, who keep the lights on for the 90 million folks in our footprint. Our
mission is to reduce risks to the Reliability and Security of the Bulk Power
System—for today, tomorrow, and beyond—by doing our part to keep the
lights on.
Wishing each of you a Happy and Healthy New Year!
-Tim
HOT TOPICS
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Last month we looked at how to secure your entry point into the Internet
world. This month I will address how you can keep your computer at home
from being the weakest link in the chain of cyber security.
Upgrade to a modern operating system
The more recent operating systems (a.k.a. OS) have built-in security
features that have not been available in the past. Upgrading to a current
operating system will ensure that these features are available to you. Once
you upgrade to a modern operating system, you must also keep it up-todate. Reports of new vulnerabilities appear on an almost daily basis, and
can affect even the newest operating system. Do not be a victim! Update
your operating system regularly. Most operating systems have an automatic
update feature; enabling this feature allows the system to update as releases
are available.
Many intrusions occur because a system with known vulnerabilities has not
been updated. Most software vendors support their products for a limited
time. For example, Microsoft promised to support Windows 7 for 10 years.
Windows 7 was released on October 22, 2009, and support ended on
January 14, 2020. What this means is that Microsoft no longer investigates
security updates for Windows 7, so any vulnerabilities that are in the product
will remain and are known to the bad actors. If you are still running an older
operating system, consider upgrading it.
Upgrade your browser
Use the latest browser on your system. The newer browsers are much better
in prompting users when security features are not enabled or used. They will
also utilize the most current security technology to protect your transactions.
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CYBER SECURITY FOR THE HOME OFFICE (Continued)
Once you have the latest browser, keep it upgraded. Just like your operating
system, you can set your browser to update automatically.
Include Security Software in your Defense
While we are developing our layered defense, include security software as
one of those layers. Many of the modern operating systems include basic
security capabilities but true security depends on multiple layers of defense.
Include security software that comprises defense against viruses, malware,
safe browsing, anti-phishing, and firewall capabilities. To prevent a data
compromise in the event your laptop is stolen, consider using software that
will encrypt your hard drive (e.g., Bitlocker). If you travel with your laptop you
might also consider using security software that includes a Virtual Private
Network (VPN) for any open networks that you might connect to in a hotel
or coffee shop. Public WiFi is designed for just that, public use. When you
are on a public network, potentially anyone can monitor what you are doing.
Remember that your computer will most likely request an email update
automatically soon after you connect; by using a VPN, you have some
protection from prying eyes.
Keeping our computers up-to-date adds that next layer of protection to the
BES, our business, and our own interactions on the web. Next month we
will consider Email and the headaches to your IT staff and the challenges to
cyber security that it creates

UPDATE

Many thanks to those of you who recently completed the Align change
readiness survey. The purpose of the survey was to monitor awareness
and change readiness across the ERO Enterprise and identify areas where
training, communication and stakeholder outreach are needed to support the
roll-out of Align and the Secure Evidence Locker in early 2021.
As we move toward implementation of release 1.0 of Align, in May 2021 for the
SERC region, SERC is scheduling stakeholder training sessions. The first of
these sessions for SERC registered entities will be held March 11 and March
25, 2021. Keep an eye out for registration links on the SERC website.
All training materials, including step by step videos, user guides, access guides
and reference materials are already available on the NERC Training Site .
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HURRICANE SEASON 2020:
IMPACTS ON THE BULK POWER SYSTEM
By Rick Stachowicz, NCSO
Senior Reliability Engineer, Situational Awareness
November 30 marked the end of the 2020 hurricane season, one that produced
the largest number of Atlantic Storm Systems on record. The 2020 season
surpassed the 2005 season, which produced 28 named systems and the
second-highest number of hurricanes on record. It was the second time in
recorded history the World Meteorological Organization employed the use of
the Greek letter naming convention. In total, the 2020 season produced:

•
•
•
•

30 named storms with maximum sustained winds of 39 mph or
greater.
13 hurricanes with maximum sustained winds of 74 mph or greater.
6 major hurricanes with maximum sustained winds of 111 mph or
greater.
1 category 5 hurricane with maximum sustained winds of 157 mph or
greater.

Of the 30 named storms,

•
•
•

12 of these systems made landfall in the United States.
9 impacted the SERC Footprint.
5 impacted Louisiana.

The cost of damages from this hurricane season—not only in the United States,
but also in the Bahamas, Central America, Mexico, Canada, and a large list of
others—exceeded an astounding $41 billion.

Image Courtesy of the NOAA National Weather Service

Three hurricanes impacted the Louisiana coast in a somewhat short period.
The most noteworthy, Hurricane Laura, made landfall as a Category 4
hurricane on August 27 near Cameron, Louisiana. With maximum sustained
winds of 150 mph, Laura was the strongest hurricane to affect Louisiana
since the 1856 Last Island hurricane and the fifth strongest to make landfall
in the United States. At its peak, 342 transmission lines tripped, thousands
of transmission structures and poles were damaged or destroyed, and 1
million customers were without power. Estimated damages topped $16 billion.
Entergy and CLECO were among the hardest hit utilities. The Lake Charles,
Louisiana area was devastated and remained without service for an extended
period. Damage assessments were conducted, work was prioritized, crews
were assembled, and the painful process of rebuilding the transmission
system took shape.
Hurricane Laura damage was unprecedented, but as the situation started
to improve and with restoration efforts well underway, Hurricane Delta took
aim at the Louisiana coast. Delta eventually made landfall as a Category 2
hurricane on October 9 in Creole, Louisiana, approximately 15 miles east of
where Laura landed roughly 6 weeks earlier. A total of 183 transmission lines
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HURRICANE SEASON 2020 (Continued)
tripped, some of which were recently restored, and over 800,000 customers
lost power at Delta’s peak. Total damage estimates exceeded $4 billion.
Construction crews were re-routed, work was re-prioritized and restorations
efforts were again underway, but the Atlantic hurricane season was not done
yet.
On October 28, Hurricane Zeta made landfall near Cocodrie, Louisiana and
continued through the New Orleans area as a Category 2 hurricane with
maximum sustained winds of 110 mph. In Zeta’s wake, 3 million customers
were without power and 257 transmission lines were impacted across
Louisiana, Mississippi and Alabama as this system moved toward the
northeastern United States. Damages from this storm totaled over $3.8 billion.
Oddly, Zeta produced heavy snowfall in the New England states before reentering the Atlantic and eventually affecting the United Kingdom.
Entities affected by Hurricane Laura collaborated to determine what went well.
Positives included the following:
Mutual Assistance
This is critical to the power industry. When needed, skilled crews from
throughout the country will assemble and travel to the affected area bringing
equipment and materials to aid with restoration efforts. This occurred
throughout the entire hurricane season and more importantly, throughout this

series of fast moving systems that impacted Louisiana and the
SERC region.
Damage Assessment and Prioritization
Neighboring utility companies helped with damage assessments and
prioritizing restoration efforts to make the biggest impact with regard
to customer restoration.
Collaboration and Communication
NERC, SERC, MISO, and all entities involved communicated
reliability related concerns and shared daily communications about
damage assessments, restoration priorities, and progress made
to ensure everyone was on the same page and had a complete
understanding and situational awareness.
Pandemic
COVID-19 protocols were a must during restoration efforts. From
wearing a mask and social distancing to sanitizing and reduction in
crew size, these protocols were challenging yet effective.
Supply Chain
Staging areas were set up (referred to as laydown yards) by a thirdparty management organization where crews could get materials
and equipment needed to complete repairs. These yards were
organized around the specific voltage of the equipment or materials
needed for repairs.
Supplier Performance
Suppliers quickly delivered poles, conductor, and hardware to these
staging areas.
The 2020 Hurricane Season was nothing less than memorable, in
both the number of storms and the amount of damage. However,
cooperation and collaboration among entities in the SERC Region
to effect restoration in a timely manner stands as a testament to their
commitment to a secure and reliable Bulk Power System.
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BOARD EXECUTIVE COMMITTEE
DECEMBER MEETING HIGHLIGHTS
By Rebecca Poulsen, Senior Legal Counsel
On Wednesday, December 9, 2020, SERC held its December Board Executive
Committee meeting virtually – the final Executive Committee meeting before
the group transitions into the full Board on January 1, 2021.
During the Chair’s Report, after providing a summary of the November 2020
NERC Board meetings, Chair Greg Ford recognized how far SERC has come
this year and the many successes SERC has had over the past five years he
has served as Chair: SERC has new leadership and management, SERC’s
footprint has grown too – with the dissolution of SPP and FRCC Regional
Entities, we have undergone a governance
overhaul, SERC has made substantial
programmatic improvements, and this year,
SERC has not lost a step during the challenges
brought on by the pandemic – SERC has
remained extremely productive and stood out as
a leader in the ERO. Chair Ford noted that he
is very proud of what SERC has accomplished
this year and in the past several years and happy
that Todd, Lee, and himself could lead the Board
during this time of exciting progress.
Greg Ford
Outgoing Board Chair
During the President’s Report, President and
CEO Jason Blake looked back on the year 2020. He acknowledged the
unique challenges we faced in 2020, such as the global pandemic, a relentless
hurricane season, and social unrest. On the other hand, Mr. Blake recognized
values 2020 has brought to the SERC team. First, working remotely almost
the entire year has forced us to rethink everything and pursue the question
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“why am I doing this.” Second, we have reflected on the importance of our
industry and the role and opportunities SERC has to support the industry.
Third, the value of an inclusive work force has become more apparent. Mr.
Blake discussed what we have accomplished and where we want to go
with each of the three key strategic focus areas: (1) being a credible trusted
expert organization for our stakeholders; (2) establishing SERC as a leader
across the ERO and FERC; and (3) creating a highly desirable place to work
through culture and purpose. Mr. Blake turned to strategize how we keep this
momentum going into the future. He reported we will (1) continue progress to
be a risk-based organization; (2) further strengthen our relationship with the
Board; (3) strengthen mid-level management and bench strength across the
organization; and (4) continue maturation of our security program.
In closing, Mr. Blake recognized outgoing Chair, Greg Ford and reflected on
his leadership over the past several years. At the NERC level, Mr. Ford was
the former Chair of the NERC Members Representative Committee where
he effectively represented all members across North America, and is now the
Chair and a founding member of the new Reliability and Security Technical
Committee (RSTC). At SERC, Mr. Ford has served as the Board Chair for
the last five years through a lot of ups and downs. Mr. Ford has represented
SERC so well across the ERO and FERC and brought tremendous credibility
to SERC. Lastly, Mr. Blake noted Mr. Ford has been a mentor and friend,
giving great advice and counsel. Mr. Blake presented Chair Ford with a gavel
plaque and bottle of bourbon in recognition of his service.
The Committee made several key approvals and elections during the
meeting, including the following:

1. Approved the 2021 Corporate Strategic Initiatives and Key Performance
Indicators (KPIs) – ;
2. Approved the 2020 supplemental retirement contribution to the SERC
401k plan;
3. Approved the Board Risk Committee Charter;
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BEC MEETING HIGHLIGHTS (Continued)

4. Elected Board Officers for terms beginning January 1, 2021 and ending

May 31, 2022 as follows: Todd Hillman with MISO to serve as Chair; Lee
Xanthakos with Dominion Energy South Carolina to serve as Vice Chair; and
Lonni Dieck to serve as Lead Independent Director; and
5. Elected Board Committee representatives and Chairs for terms January 1,
2021 and ending May 31, 2022 as follows:
 Human Resource and Compensation Committee: Doug Lego (Municipal
Sector) – CHAIR; Nathan Brown (Cooperative Sector); Shirley Bloomfield
(Independent); Lonni Dieck (Independent); Greg Ford (Cooperative
Sector); Manny Miranda (IOU Sector); and Deborah Wheeler
(Independent).
 Finance and Audit Committee: Lisa Johnson (Cooperative Sector)
- CHAIR; Bob Dalrymple (Federal/State Sector); Lonni Dieck
(Independent); Brad Cox (Marketer Sector); and Lee Xanthakos (IOU
Sector).
 Nominating and Governance Committee: Time Lyons (Municipal Sector)
– CHAIR; Shirley Bloomfield (Independent); Venona Greaff (Merchant
Electricity Generator Sector); Arnold Singleton (Federal/State Sector); and
Rob McGarrah (Municipal Sector).
 Risk Committee: Deborah Wheeler (Independent) – CHAIR; Greg Ford
(Cooperative Sector); Lisa Johnson (Cooperative Sector); Nelson Peeler
(IOU Sector); and Shawn Schukar (IOU Sector).

Brian Thumm, VP Performance Improvement & Risk Management,
provided a year-end performance report, highlighting positive trends in our
2020 operational metrics including noncompliance inventory, eLearning
modules, vacancy rate, and Self-Reporting percentage. Mr. Thumm
mentioned we have identified opportunities for improvement as well, for
example our phishing click rate. Mr. Thumm reported achievements
in our three strategic focus areas. (1) Credible trusted expert –
since the beginning of the COVID19 pandemic, we have enhanced
communication to our stakeholders across all platforms, transitioned to
100% off-site engagements for reliability assurance and assistance, the
risk assessment and mitigation team and enforcement team partnered
to make programmatic changes to process violations more timely, we
have maintained momentum in value assessments, we initiated and
implemented internal cybersecurity enhancements, and cleared our
backlog of event analysis reports. (2) Leader across ERO and FERC –
we have been actively advancing the ERO transformation and we hold
a number of leadership positions on the ERO collaboration groups – for
example, Holly Hawkins chairs the Legal Group; Pete Heidrich chairs
the Organization Registration & Certification Group, the Bulk Electric
System Reference Document Group, and the Battery Energy Storage
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NOTE THE NEWS
BEC MEETING HIGHLIGHTS (Continued)
System & Hybrid Resources Subgroup; Matt Stryker chairs the CIP
Compliance Task Force; Greg Tenley chairs the Compliance Manual
Task Force; and Todd Curl chairs the Coordinated Oversight Task
Force. (3) Highly desirable place to work – we have made great
strides in employee engagement and commitment to culture; we have
integrated four cultural attributes into all facets of the organization:
we are leaders, experts, collaborative, and purposeful; and we have
achieved historic low rates for turnover and vacancies.
Tim Ponseti, SERC VP Operations, reported that 2020 has been
a rebuilding year for SERC in the IT and security space. We have
begun to build an in-house IT and security program, reorganized our
security team to serve as an independent check on IT, established
an IT and security program framework to measure ourselves, and
established a three-year plan to close prioritized gaps – in 2020,
we’ve closed over 50% of the identified gaps. Mr. Ponseti turned to
look forward into 2021 and reported on six key focus areas for the
IT and security program: (1) firmly establish and imbed a “security
first” mindset across the SERC team; (2) decrease SERC’s risks; (3)
complete the prioritized gap assessment initiatives; (4) increase ERO
Enterprise engagement; (5) increase stakeholder engagement; and
(6) finalize lessons learned from this year’s pandemic.

SERC News

2021 FAC-008 WEBINAR
On February 23, 2021, SERC will host a webinar for stakeholders on facility
ratings. Discussions will focus on best practices and internal controls for
maintaining accurate facility ratings, including error detection and validation
of facility ratings in operating and planning models. This event will be of
interest to SERC registered entities, especially Transmission Owners
and Generator Owners. Speakers representing both system planning
and operations will present on rating methodologies, data maintenance
(performed either manually or through system automation), and change
management within their organizations. They will also speak about the
challenges they observe in maintaining their internal and external processes.
CLICK HERE to register for the 2021 FAC-008 Webinar.

SITUATION AWARENESS EVENT ANALYSIS
Don’t forget about NERC’s Lessons Learned Program. A key benefit
of the Events Analysis program is identification of Lessons Learned from
events that stress the electric grid. The creation of the Lessons Learned is a
collaborative effort between registered entities, NERC, and the Regions.
SERC staff is reaching out to encourage registered entities to work with
SERC in developing Lessons Learned. If your company has experienced
an operational event and would be interested in sharing what you have
learned from the event, please contact the SERC EA department.
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NERC News
Quick links to NERC’s Newsroom and Newsletters

FERC News

•

Postings
◦ Reliability Guideline: Generating Winter Weather Readiness
◦ Compliance Guidance Update FAQ
◦ Compliance Guidance Update Webinar
◦ Supply Chain Small Group Advisory Sessions FAQ

•

Comment Period
◦ Open through January 30, 2021 Draft Reliability Guideline

•

Nominations
◦ Open through January 14, 2021 Project 2020-06 Verification of
Models and Data Generators

•

Announcement
◦ ERO Enterprise Further Extends Self-Logging Program Expansion
and Deferment of On-Site Activities through Mid-2021
◦ Project 2020-04 Modifications to CIP-012

Links to FERC’s Newsroom - Open Access Podcasts

•

The U.S. Senate Confirms the Nominations of Mark Christie and
Allison Clements to join FERC | News Release

•

FERC Considers Incentives for Cybersecurity Investments by
Public Utilities | News Release | Staff Presentation | NOPR

•

FERC Looks for Greater Transparency with Proposed Changes
to Price Indices Policy | News Release | Staff Presentation |
Proposed Revised Policy Statement | NOPR

•

Staff Provides Observations About 2020 California Heat Event |
Staff Presention

•

FERC Sets New Five-Year Index Level for Interstate Oil Pipeline
Rates | News Release | Staff Presentation | Order

•

Oil Pipeline Policy Statement Proceeding Terminated | News
Release | Order
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EXECUTIVE ORDER UPDATE
SECURING THE UNITED STATES BULK-POWER SYSTEM
By: Ducle M. Plaza, Legal Counsel
On Tuesday, December 17, 2020, the U.S. Secretary of Energy issued a prohibition order, Prohibition Order Securing Critical Defense Facilities, that is
designed to reduce the risks that entities associated with the People’s Republic of China (PRC) pose to the Nation’s bulk-power system (BPS). The order
invokes the authority delegated to the Secretary by Executive Order 13920, Securing the United States Bulk-Power System, and takes effect January 16,
2021 (Effective Date). The order prohibits certain utilities from procuring from the PRC specific BPS electric equipment that poses an undue risk to the
BPS, the security or resilience of critical infrastructure, the economy, national security, or the safety and security of Americans.
Electric utilities that own or operate “Defense Critical Electric Infrastructure”- the electric utilities actively serving Critical Defense Facilities (CDFs) designated
by the Department of Energy (DOE) - are designated as “Responsible Utilities” and are the only electric utilities subject to this order.
Beginning on January 16, 2021, Responsible Utilities may not engage in a “Prohibited Transaction.” Specifically, each Responsible Utility is prohibited from
acquiring, importing, transferring, or installing equipment that falls within one of the categories of “Regulated Equipment” that (1) has been manufactured or
supplied by persons owned by, controlled by, or subject to the jurisdiction or direction of the PRC (including the software, firmware, and digital components
that control the operation of Regulated Equipment); and (2) is for use by the Responsible Utility as a component of its Defense Critical Electric Infrastructure
serving a CDF at a service voltage level of 69 kV or higher, anywhere from the point of interconnection with the CDF through the first “upstream” transmission substation.
“Regulated Equipment” is defined in an attachment to the order as the following:
1. Power transformers with a low-side voltage rating of 69 kV or higher and associated control and protection systems like load tap changer, cooling
system, and sudden pressure relay;
2. Generator step-up transformers with a high-side voltage rating of 69 kV or higher and associated control and protection systems like load tap
changer, cooling system, and sudden pressure relay;
3. Circuit breakers operating at 69 kV or higher;
4. Reactive power equipment (reactors and capacitors) of 69 kV or higher; and
5. Associated software and firmware installed in any equipment or used in the operation of items listed in 1 through 4.
In addition to the Prohibited Transactions, the order requires that Responsible Utilities prioritize electric service to the CDF loads in their load shedding programs and system restoration plans. The DOE will notify each Responsible Entity of the applicability of the prohibition order no later than five business days
from the issuance of the order. You may find a copy of the prohibition order here.
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TECHNICAL COMMITTEES
SYSTEM OPERATOR WORKING GROUP (SOWG) AND
2021 SYSTEM OPERATOR CONFERENCE INFORMATION

In the fall, the SOWG plans to return to in-person SOCs and will host two SOCs at
the Embassy Suites Greenville Gold Resort & Conference Center in Greenville, SC.

By: Marty Sas, Senior Lead Engineer RAPA & Technical Services
Wow, what a year! Everything changed in March when COVID-19 began
spreading across the globe, and in-person meetings came to a screeching
halt. As a result, the System Operator Working Group (SOWG) made the
difficult decision to cancel the 2020 SERC System Operator Conferences
(SOCs).
The work never stopped; the SOWG members and the Virtual Training
Task Force (VTTF) buckled down and worked to develop a Computer
Based Training package to allow SERC members to obtain continuing
education hours. Their work did not stop there: I am excited and pleased
to announce that for the 2021 SERC System Operator Conferences, the
SOWG and VTTF have put together two virtual and two in-person SOCs.
For the first time in the history of the SERC System Operator
Conferences, SERC and the SOWG will be offering conferences that are
entirely virtual. Slight differences and changes to the "traditional SOCs"
are to assist with the logistics and to provide the best virtual and learning
experiences.
The theme will remain the same for 2021 as it was for the 2020
conferences, "Reliably Meeting Change." The 2021 spring conferences
will be virtual. The 2021 fall conferences will be in Greenville,SC.
Registration for spring conferences opened mid-December; visit the
Upcoming Events page of the SERC website.

Details on the two Virtual System Operator Conferences are available at the
following links:
• SOC #1 : April 6 - 8, 2021 (14 CEHs) from 9:00 a.m. to 3:00 p.m. each day
• SOC #2 : April 27 - 29, 2021 (14 CEHs) from 9:00 a.m. to 3:00 p.m. each day

• SOC #3 : September 14 - 16, 2021 (19 CEHs) Tuesday/Wednesday 8:00
a.m. to 5:00 p.m., Thursday from 8:00 a.m. to 11:00 a.m.
• SOC #4 : November 9 - 11, 2021 (19 CEHs) Tuesday/Wednesday 8:00 a.m.
to 5:00 p.m., Thursday from 8:00 a.m. to 11:00 a.m.
Thank you to all the individuals (and their companies) who participate in the SOWG
and VTTF. These professionals invest a significant amount of time before and during
each of the System Operator Conferences. It is my privilege to work with such an
impressive group dedicated to delivering high-quality education and training to
SERC system operators.

OPERATIONS PLANNING WORKING GROUP (OPWG)
By: Paul Simoneaux, Senior Reliability Engineer, RAPA & Technical Services
SERC Operations Planning Working Group (OPWG) held a WebEx meeting on
December 8, 2020, where they reviewed the OPWG scope and SERC Regional
Criteria Disturbance Reporting documents. After a comment period, the group
will finalize the documents at the beginning of 2021 and then send them to the
Operating Committee (OC) for approval at the Spring Technical Committee
Meetings in March of 2021.
The OPWG also discussed two other initiatives that involve collaboration with the
Near Term Working Group (NTWG). First are the next steps in support of the Near
Term Working Group with the SERC Event Powerflow Simulation and Analysis
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OPWG (Continued)

process, which analyzes system events and recreates the event using power
flow simulations. The OWPG supports the NTWG by gathering event data
from each of the Reliability Coordinators or the respective Transmission
Owners. The NTWG will utilize this data in creation of the power flow
models used for the simulation. The second is a recommendation made by
the SERC Planning Coordination Subcommittee on improving the NTWG
Reliability Study Transfer Analysis by allowing the OPWG and the Reliability
Coordinator Working Group to review the validity of the NTWG study before it
is finalized and published. The OPWG will review the initial study results/report
and provide comments to the NTWG regarding the validity of the transfer
limitations, significant facilities, and operating guides.
The final OPWG discussion was about updating the SERC Regional Map in
2021. An assortment of SERC entities, functions, and study groups use this
map for various purposes.
The next OPWG meeting will be a WebEx meeting on February 4, 2021.

NEAR TERM AND LONG TERM WORKING GROUP
RELIABILITY STUDIES (NTWG & LTWG)
By: Paul Simoneaux, Senior Reliability Engineer, RAPA & Technical Services

of SERC member systems currently identified for operation.
As a measure of projected transmission system performance, both the
NTWG and LTWTG assessed the first contingency incremental transfer
capabilities among the SERC member systems. (FCITC is the amount of
power above base transfers that can be transferred over the interconnected
transmission systems in a reliable manner.) The studies simulate transfers
by increasing generation in an exporting area and decreasing generation in
the associated importing area (e.g., generation is exported from the SERC
East subregion to the SERC Central subregion). Just to note, the FCITC
cannot serve as absolute indices of the operating capability of the system
because they are determined for one specific system condition represented
in the model. Any changes to the system conditions, such as variations in
generation dispatch or other transfers not modeled, can significantly affect
transfer capabilities.
In performing the study assessments, the following are investigated:
 the interconnected system performance during peak-load conditions;
 the capability of the systems to interchange power in amounts above
the base transfers;
 the effects of various single contingencies on the performance of the
individual and combined transmission systems; and
 the identification of new operating guides where necessary, and the
possibility to improve transfer capabilities.

Every year, the Near Term Working Group (NTWG) and Long Term Working
Group (LTWG), under the direction of the Planning Coordination Subcommittee
(PLCS), conduct studies on the SERC footprint as part of a continuing effort
to accomplish the objectives of the various reliability agreements among
SERC member systems. This year the NTWG performed studies on the 2020
summer season (completed earlier this year) and 2020/2021 winter season,
while the LTWG performed a study on the 2025 summer future year. The PLCS
approved both the NTWG 2020/2021 Winter Reliability Study and the LTWG
2025 Summer Future Year Study reports at the end of 2020.

Due to Non-Public Transmission Function Information (NPTFI or NTI) in
the study report, SERC cannot share the results of the studies publicly.
The full report includes a complete list of the subregional and individual
assessments, limiting facilities associated with each transfer scenario,
identified operating guides, and significant facilities. The full report is
available to non-market function employees and members who signed the
SERC confidentiality agreement.

These studies evaluate and assess seasonal performance (NTWG) as well
as the future performance (LTWG) of the interconnected electric transmission
systems within SERC. Both studies incorporate projected customer loads and
base transfers (i.e., power that flows from one utility/area to another), as well as
the interconnected transmission network configuration and generation facilities

If you would like more information about the NTWG and/or LTWG studies,
please contact me at psimoneaux@serc1.org.
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Thanks to all the members for their expertise, engagement and hard work to
bring yet another successful study year to a close.
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2020 SERC PROBABILISTIC ASSESSMENT
STUDY AND RESULTS
By: Anaisha Jaykumar, Reliability Engineer, RAPA & Technical Services
The SERC Resource Adequacy Working Group (RAWG), under the direction
of the Reliability Review Subcommittee (RRS), performs a probabilistic
assessment (ProbA) study for the SERC region. The RAWG conducts the
study every 2 years to determine reliability metrics such as Loss of Load
Hours (LOLH), Expected Unserved Energy (EUE), Loss of Load Expectancy
(LOLE), and Planning Reserve Margin (PRM). The study calculates metrics
for SERC as a whole as well as for the sub-regions (SERC Central, SERC
East, SERC Florida Peninsula, SERC MISO-Central, SERC MISO-South,
SERC PJM, and SERC Southeast). Recently, the RAWG completed the
SERC 2020 ProbA, projected for the years 2022 and 2024. This is the first
year that Florida Peninsula was integrated into the SERC study.
The Need for SERC’s Probabilistic Assessment Study
SERC performs the resource adequacy study to assess the future need and
availability of resources to serve the load in the region. Due to the rapidly
evolving resource mix in the SERC footprint and the integration of variable
resources, the resource assessment based on peak load is no longer
sufficient to identify emerging risks of resource adequacy. Variable energy
resources pose the risk of a shortfall in the conversion of capacity to energy
due to weather and climate at all hours. Additionally, deterministic approaches
can be limited in factoring in uncertainty in load forecasts, forced outages,
and system constraints. The ProbA supplements traditional, deterministic
assessments by modeling hourly load profiles, load forecast uncertainty,
historic weather years, and interconnection assistance for each sub-region.
Figure 1 shows the changes in the resource mix compared to the 2018 study
model.
HOT TOPICS
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Figure 1 Capacity breakdown compared to the 2018 study
The ProbA sudy model is probabilistic in the sense the result is an aggregate
of thousands of iterations of simulation. Modeling of parameters such as
forced outages, weather uncertainty, or load characteristics are based on the
likelihood of occurrence. The study intends to help resource adequacy planners
get higher visibility into metrics that describe the occurrence, magnitude, and
duration of risk throughout the planning years, including off-peak hours.
Metrics and Methodology
The ProbA study calculates several reliability metrics for resource adequacy.
The most commonly used metrics are Loss of Load Hours, Expected Unserved
Energy, Loss of Load Expectancy, and Planning Reserve Margin. In the ProbA
study context, Planning Reserve Margin is the minimum reserve margin
required to meet the Loss of Load Hours reliability criteria of 0.1 days/ year.
Please refer to the NERC Probabilistic Adequacy and Measures Technical
Reference report for more information on metric measurement.
The two-part study consists of the Core Probabilitstic Assessment/Base Case
and Regional Risk Scenarios. In the first part, the metrics for the system “asfound” are computed. Two separate Planning Reserve Margin assessments
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2020 SERC PROBABILISTIC ASSESSMENT
STUDY AND RESULTS (Continued)
were studied, depending on whether transmission between metric reporting
areas (MRAs) was allowed. The comparison of the two allows for an
estimation of how much each sub-region benefits from the interties.
For the Regional Risk Scenario, RAWG chose to test the reliability of the
SERC system under a scenario with higher levels of planned maintenance
outages for the year 2024. Given that the Base Case metrics are very small
for many of the MRAs, we perform a sensitivity study on both the base report
and Planning Reserve Margin resource level.
SERC participates in the development of the NERC 2020 NERC Long Term
Reliability Assessment (LTRA) report, which includes results from the ProbA
study.

Figure 2 Maximum simultaneous capacity on outage by month for all of SERC

2020 ProbA Study Results and Recommendation

maintenance multiplier of 1x, maintenance outages are primarily scheduled
in March-May and September-November. Increasing the multiplier beyond
1.5x causes maintenance outages to begin to be scheduled in the peak load
summer months.

The base case results show that each of the metric reporting areas are
projected to have reserves and access to imports from neighboring areas that
are well over that needed to meet the 0.1 days/year Loss of Load Expectancy
target. In the 2020 study, the Planning Reserve Margin results are 21.8% for
2022 and 18.9% for 2024. Expected Unserved Energy is at an aggregated
23 MWh and 7.5 MWh for the two study years respectively. The results
indicate a need to continue monitoring risks during non-peak hours and
reliance on transfers.

The results of the sensitivity study highlight the need for planned outage
coordinators to develop unique maintenance schedules that align with expected
local weather and system conditions. For this reason, the optimal periods for
scheduling maintenance outages vary across the SERC metric reporting areas.
A further comparison between the maintenance schedule assumptions used in
the study and historical maintenance schedules can add insight to the results.
A redacted copy of the 2020 SERC Probabilistic Assessment study is available
on the SERC website for download.

The sensitivity scenarios indicate that the risk in the year 2024 associated
with increased planned maintenance outages is low to moderate. The NERC
Generating Availability Data System (GADS) database was the source of
planned outage data. Higher levels of planned maintenance rates were
simulated by multiplying the planned outage data by factors of 1.5, 2, and
2`.5 for varying levels of increments. Figure 2 shows that when using the

SERC extends a big thank you to Chair Wyatt Ellertson for his leadership and
to all the members for their expertise and hard work for a successful study year.
In addition, the Long Term Working Group (LTWG) deserves a shout out for the
transfer capabilities study input into the ProbA model.
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If you would like more information about the Probabilistic Assessment Study or
want to share your comments, please contact me at ajaykumar@serc1.org.
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OUTREACH & TRAINING
NEW TRAINING MODULE:
SUPPLY CHAIN RISK MANAGEMENT STANDARDS
Outreach & Training is pleased to announce the fifth module in our series on Supply Chain is
now available. The Supply Chain Risk Management Standards training module shows how the
first set of Supply Chain Standards satisfy the requirements set forth in FERC Order 829 and how
they fit into the Procurement Model. In addition, you will learn about how these standards relate to
other CIP standards.
Be sure to check out all of our online training modules. You can find a list in the SERC Resource
Library.

2021 OPEN FORUM 1
Outreach Opportunities

The 2021 Open Forum 1 will take place via WebEx on
Tuesday, January 26, 2021 from 2:00 p.m. to 4:00 p.m.
(EST).

SERC Events
Assistance Program
Online Learning

There is no charge to attend; however, advanced
registration is required. CLICK HERE TO REGISTER

COVID-19 Resources
Resource Library

The agenda is posted on the SERC Website,
Registration deadline is Friday, Janaury 22, 2021 and the
WebEx Logon will be sent out to registered attendees on
Monday, January 25, 2021.

Supply Chain Resources
Q&A and Lessons Learned
Q&A Process
SERC Newsletter
Registered Entity Forum
SERC 101
HOT TOPICS
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FOR YOUR CALENDAR
SERC Credit Instructions

Janury Events
January 26, 2021

All open credits issued in 2019 and 2020 are valid through
December 31, 2021. Further extensions will be determined based
on SERC’s ability to offer conferences and seminars over the next
18 months.

Open Forum Webinar 1

To use a credit, simply register for the event, indicate you will pay by
check (but do not send a check), and send an email to support@
serc1.org indicating for which event you registered.

SAVE THE DATE
2021 Events
February 23, 2021		
Outreach Event - FAC-008 Webinar
March 9 - 10, 2021		
Spring Reliability and Security Seminar
				(previously Compliance Seminar)
March 10, 2021 		
Small Entity Forum
March 22 - 25, 2021		
Spring Technical Committee Meetings
April 6 - 8, 2021 		
System Operator Conference #1
April 27 - 29, 2021		
System Operator Conference #2
May 18, 2021 			
Outreach Event - Storms and Hurricanes
June 15, 2021			
Outreach Event - CIP Security Webinar
July 27, 2021			
Open Forum Webinar 2
August 24, 2021		
Outreach Event - Cold Weather Webinar
September 14 - 16, 2021
System Operator Conference #3
October 5 - 6, 2021 		
Fall Reliability and Security Seminar
November 9 - 11, 2021		
System Operator Conference #4
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