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S E RC CONNE CT I ON
SERC’S COMMITTMENT TO THE BULK POWER SYSTEM
By: Holly Hawkins, Vice President, General Counsel & Corporate Secretary
It’s hard to believe that over fifteen years ago, we began developing the programs
that would come to define the Electric Reliability Organization, collectively helping
to create a more reliable and secure Bulk Power System that exists today. In
those fifteen years, we have witnessed a transformation of the Electric Reliability
Organization, evident by our ability to learn from the past and constantly evaluate
improvements to move us forward.
Many of us remember the days when minor risk issues were evaluated the same
as serious risk issues, requiring a similar amount of attention and resources.
Incredible progress has been made since those early days, achieved through
constant evaluation of our processes and programs, closely examining how we are
addressing reliability risks on the system, and most importantly, working together—
ERO and industry—on how we can best achieve our shared goal of reliability and
security for the Bulk Power System.
At SERC, everything we do is centered on risk, always
focusing on the highest risks to reliability of the Bulk Power
System and constantly evaluating our programs to advance
our risk-based approach. We see this focus with the SERC
entities too. We are proud to have built an environment
where our entities are actively engaged in our Outreach,
Assist, Reliability Assurance, Risk Assessment and
Mitigation, and Enforcement programs.

MORE
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SERC’S COMMITTMENT (Continued)
SERC is taking our risk-based focus one step further, as one of the first
Regional Entities to stand up a Risk Committee of the Board of Directors
that will be strategically focused on the most important risks facing our
footprint. This Committee directly aligns with SERC’s purpose to reduce
risks to the grid, and better positions us to ensure that every level of our
organization is strategically focused on our essential mission and that our
mission is at the heart of all that we do.
We stand firm on our commitment to you—to continually evaluate our
programs to ensure we are focused on addressing the most significant
risks to reliability and utilizing our resources and yours in the most strategic
and effective manner to achieve our mission. We welcome your continued
engagement and communication with us on your risk-based reliability
programs and mitigation approaches for addressing risks. We are here to
help you however we can, and collectively, we will continue to advance our
mission of a more reliable and secure grid. Here’s to many more years of
progress.

MARCH MEMBERS AND BOARD MEETING HIGHLIGHTS
By: Rebecca Poulsen, Senior Legal Counsel
On Tuesday and Wednesday, March 30-31, 2021, SERC held its first Board
Committees, Members, and Board of Directors meetings under the new and
improved governance structure. The Risk Committee, Members, and Board of
Directors meetings were all open to the public for the first time in SERC history,
and we had almost 100 attendees.
The inaugural Risk Committee meeting was held on Tuesday, March 30,
2021 and was packed with exciting presentations. Deborah Wheeler, Risk
Committee Chair, spoke on the committee’s important oversight role in
ensuring SERC faithfully executes its duties in regard to its mission – the
effective and efficient reduction of risk to the bulk power system.
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MARCH MEMBERS AND BOARD MEETING (Continued)
Brian Thumm, VP Performance Improvement & Risk Management,
described how risk identification, communication, and mitigation is spread
throughout various departments across the SERC organization. He also
provided an overview of the Risk Committee structure and responsibilities.
Mr. Thumm reviewed SERC’s 2021 corporate strategic initiatives (CSIs)
and key performance indicators (KPIs): (CSI 1) Enhance Security Program;
(CSI 2) Develop Data Governance Program; and (CSI 3) Regional Risk
Prioritization and Mitigation; (KPI 1) reliability risk; (KPI 2) reliability standards
oversight; (KPI 3) enterprise risk; and (KPI 4) cybersecurity management.
Jeni Belew, Program Manager Strategic Development, provided an
overview of SERC’s Enterprise Risk Management (ERM) program. Michelle
Ratliff, Senior Program Manager Organizational Effectiveness, provided
an overview of SERC’s Program Readiness Assessment program. Lou
Stramaglio, Manager of Information Technology, reported to the committee
on emerging cybersecurity threats, including the recent supply chain
compromise targeted attacks to the SolarWinds Orion platform, the recent
Microsoft Exchange event, and the India-China event targeting the power
sector’s critical infrastructure. Lastly, during executive session, Tim Ponseti,
VP Operations, reported to the committee on SERC’s cybersecurity mission,
framework, assessments, and key projects.

SERC Members, the first meeting under the new governance structure, the
first meeting with Independent Directors, and the first meeting for the new
Board Officers. The Board and new Board Officers are all confident this new
structure will serve SERC and its members very well, ensuring we are tied into
the Members’ voice. Mr. Blake discussed SERC’s continued three focus areas
for 2021: (1) being a credible trusted expert organization for our stakeholders
- SERC strives to be a risk-based organization, focused on identifying and
prioritizing risks, deploying resources based on risk, and communicating risks
and solutions to address them; (2) establishing SERC as a leader across the
ERO and FERC; and (3) creating a highly desirable place to work through
culture and purpose.
Guest speakers, Ken Defontes, NERC Board Chair, and Jim Robb, NERC
President & CEO, both congratulated SERC members on the new governance
structure and new independent directors. Mr. Robb applauded Jason Blake
and the SERC team for helping transform the working relationship of the ERO
Enterprise and among the Regions. Mr. Robb stated, “The SERC team is

The following day, SERC held the first annual Members meetings. SERC’s
new Board Chair, Todd Hillman especially welcomed the newly appointed
Independent Directors, Shirley Bloomfield, Lonni Dieck, and Debbie Wheeler.
Chair Hillman gave positive remarks about SERC’s new governance and
meetings structure. He reminded Members that each sector is represented
on the Board of Directors and encouraged Members to engage with their
sector representatives as they serve to represent the broader membership.
During his president’s report, Jason Blake, President and CEO, opined on
the profoundness of this meeting – This was the first true meeting of the
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MARCH MEMBERS AND BOARD MEETING (Continued)
always showing up in a very positive and constructive way.” Guest speaker, Cynthia Pointer, FERC Director
of Division of Cyber Security, Office of Electric Reliability, provided a report on recent FERC activity.
In Members actions: The Members elected Roger Clark with Associated Electric Cooperative, Inc. as a
cooperative sector director for a term ending June 30, 2022; and elected Greg Ford with Georgia System
Operations Corporation as a cooperative sector director for a term ending June 30, 2023. The Members
approved proposed Bylaws amendments for submittal to the NERC Board and FERC for approval. The two
amendments are to (1) modify terms of Board Officers, Sector Directors, and Independent Directors to begin
on June 1; and (2) memorialize the practice of the Board Chair as an ex-officio, non-voting member of Board
committees.

Roger Clark

Greg Ford

George Krogstie, CFO and Corporate Treasurer, presented SERC’s draft 2022 business plan and budget,
including the timeline, assumptions (reduced travel, continued focus on security, full time employees, 3%
merit increase, and personnel vacancy factor of 5%), progression compared to past two years, reserves
analysis, assessments, and stabilized assessments. Melinda Montgomery, Senior Director, Engineering &
Advanced Analytics, presented SERC’s Regional Risk Report, including its objectives, risk inputs, SERC’s
regional risk framework, 2020 highest ranked risks – with cybersecurity threats and extreme weather being
the top two risks, and SERC actions and activities to reduce the risks.
Directly following the Members meeting, SERC held its Board of Directors meeting. During the Board
meeting, Maria Haney, Manager Situation Awareness & Security, provided an update on winter weather
– specifically, an overview of last month’s cold weather event. In the aftermath of this historic event, FERC
and NERC have put together an inquiry team, to better understand this event and create lessons learned
and recommendations. SERC’s representation on the team includes: Melinda Montgomery, Sr. Director of
Engineering and Advanced Analytics; Rick Stachowicz, Senior Reliability Engineer in Situation Awareness;
and Ms. Haney.
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MARCH MEMBERS AND BOARD MEETING (Continued)
Melinda Montgomery introduced two guest speakers: Branden Sudduth,
WECC Vice President Reliability Planning & Performance Analysis, who
presented on the western interconnection August heat wave event; and
Sammy Roberts, Duke Energy General Manager Transmission Planning and
Operations Strategy, who presented on solar penetration in the SERC Region.
Gaurav Karandikar, Manager, RAPA and Technical Services, highlighted that
SERC’s Variable Energy Working Group provides a platform for stakeholders
to share knowledge and learning with each other to address the challenges
presented by increases in integrating the inverter-based resources.

CYBER SECURITY FOR THE HOME OFFICE (PART 5 OF 5)
By: Eric Howell, Program Manager, Critical Infrastructure Protection
MOBILE PHONE SECURITY
When it comes to personal security, one area that we frequently overlook is
mobile devices. Why would we work so hard to secure some assets but not
devices that we use daily, that hold and transmit sensitive information, and help
us manage other accounts? The simplest answer is phones were originally
purchased for convenience (i.e., availability), not integrity and confidentiality.
Your phone may be full of interesting information like business contacts, photos,
videos, location, health information, and financial information. Your phone
may be indirectly storing and sharing purchase and travel information that can
indicate your schedule, your home address, the car you drive, and the names of
people in your family.
All this information is valuable to marketers and to bad actors so you
must protect it the same way you would your home computer.
SECURE YOUR DEVICE

In Board action: the Board approved the Technical Committee Officer
nominees as follows: Operating Committee Chair: Daniel Case with
Gridliance; Operating Committee Vice Chair: Glenn Dooley with Duke Energy
Florida; Critical Infrastructure Protection Committee Chair: John Greaves
with Southern Company; and Critical Infrastructure Protection Committee
Vice Chair: Carter Manucy with Florida Municipal Power Agency. The Board
approved the nomination of Roger Clark to the Human Resources and
Compensation Committee. The Board approved revisions to the SERCNERC Regional Delegation Agreement, which were minor modifications of
terms describing Regional Entity boundaries, as directed by FERC. Lastly, the
Board approved SERC’s Draft 2022 Business Plan and Budget for posting
and submission to NERC.
HOT TOPICS
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The first order of business in protecting your information is to make it difficult
for an unauthorized user to access the device. Like cyber security with
other systems, you can implement security in layers to make it harder for
unauthorized access. This is accomplished by using a strong passcode and
touch ID. Many of the new phones have the ability to read the user’s fingerprint.
This touch ID enables easy access by the owner of the device while the strong
passcode protects your information if your device is lost or stolen. Some phones
come with applications to locate your phone should it become lost or stolen
such as “Find My Phone” App. When activated, these applications report the
device’s location so it can be retrieved. Implementing security software as
you would on your home computer is also highly recommended. Many of the
security applications (apps) have a feature that wipes the data from the phone
should it become compromised. And finally, if your phone has the capability,
enable the feature to clear all data from the phone after a set number of
incorrect password attempts. While this will not help you to retrieve your device,
it will help prevent anyone else from using the data.
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CYBER SECURITY FOR THE HOME OFFICE (Continued)
PROTECT YOUR WIRELESS PRESENCE

KEEP YOUR MOBILE DEVICE UP TO DATE
Keep your device and apps up to date. Just like your computer at home,
applications or operating systems with vulnerabilities are the easiest to be
hacked or infected with malware and other online threats. When you are done
with an application, delete it. Perhaps you added an app that you used for a
particular vacation or trip. Since you no longer need it, delete it. It is a good
security practice and eliminates one additional entry point into your device. You
can always reinstall it later if you need it.
While we are on the topic of apps, know where your apps come from and only
download the apps that you need. Make sure that you download apps from a
trusted source. Before you enter personal information into the app, think about
who you want to have that information and why. For example, why would
a game want your personal information; do they intend to share it, and with
whom?

Public hotspots and hotel wireless access are designed for public access.
To rephrase this, anyone can access the wireless access points, so they are
not secure. Anytime you connect to a wireless access point that you do not
control there is the potential for someone else to monitor everything and all of
the data that passes through. Even if you do not login to a web site, it is more
than likely your phone automatically sends your username and password to
your email provider so you have the latest email sent. As you are securing
your device, consider implementing a virtual private network (VPN)
along with your anti-virus software. A VPN creates a private network
from a public internet connection, effectively giving you online privacy and
anonymity. In addition, VPNs mask your internet protocol (IP) address,
making your online actions virtually untraceable.
One other note about WiFi is that some stores and other locations look for
devices with WiFi or Bluetooth turned on so they can track your movements.
While they may not initially know who you are, they can track the address
related to your phone and potentially, by using compiled databases, connect
the address to a person. The best way to prevent this type of tracking is
to turn off your wireless and Bluetooth when you are not using them.
Throughout this series, we have looked at the implications of our connectivity
to the world through the Internet. We have examined in the first article
how we can secure our home network and our personal computers. In the
second, we explored how we can continuously improve our email practices
and security. We learned how our online presence provides data that can
be collected to build profiles through many devices (i.e., mobile, computer,
gaming, etc.). This article scratches the surface of mobile device awareness
and security.
Remember the bad actors are working hard to finding new ways to break
through or go around our established layers of defense. We must stay
aware and vigilant about Cyber Security to secure what we are entrusted to
protect. Please let me know what areas you would like to dig deeper on for
consideration in a future articles. Support@serc1.org
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TRAINING AND GO-LIVE
PREPARATIONS
Release 1 of Align and the Secure Evidence Locker will be implemented on May
24, 2021. Registered Entity training is on-going now.

NONCOMPLIANCE REPORTING AND MITIGATION
CHECKLIST FOR ENTITIES
By: Janice Carney, Senior Compliance Engineer

Align and the Secure Evidence Locker (SEL) are newly developed standardized
ERO platforms for entities to manage their Compliance Monitoring Enforcement
Program activities and evidence. SERC has been working with NERC and the
other Regions to ensure that we are prepared for the Release 1, while working to
finalize testing of Release 2 and verifying functional requirements for Release 3.
The SERC team has been involved in all phases of the Align project. As we near
the SERC Release 1 go-live date, we want to make sure that all of our Registered
Entities are prepared for this change.

A key element of noncompliance processing is an accurate
evaluation of the risk a noncompliance poses to the Bulk Power
System (BPS). To do this, it is important for SERC staff to have
sufficient information related to an identified noncompliance as early
as possible in the process. Entities submit noncompliance information
in the initial Self-Report, Self-Log, or expansion of scope. Taking care
to submit sufficient information reduces the need for SERC staff to
issue a Request for Information, which delays the process.

Release 1 will follow a phased Regional implementation plan: Midwest Reliability
Organization (MRO) and Texas RE went live with Release 1 on March 31, 2021.
The remaining Regions, SERC, Northeast Power Coordinating Council (NPCC),
WECC, and ReliabilityFirst are scheduled to implement Release 1 by May 24,
2021. We will learn from the early use of the tool by MRO and Texas RE and
implement any lessons learned. Meanwhile, Release 1 data validation and testing
continue. SERC has completed the first two Release 1 registered entity training
sessions, with a third session scheduled for June 10, 2021. If you missed the Align
training, you can review a recording of the training event here.

So, what is sufficient information? How do you know if you have
included everything necessary? To assist entities with this task,
SERC’s Risk Assessment and Mitigation (RAM) team has created
a Noncompliance Reporting and Mitigation Checklist. Entities
can use the checklist when drafting reports of noncompliance and
corresponding mitigation activities. The checklist is intended as
an easy to use reference document for entities, and a companion
document to the NERC Registered Entity Self-Report and Mitigation
Plan User Guide.

Release 2 of Align is also nearing completion of User Acceptance Testing (UAT).
Before Release 2 goes live, NERC will finalize the training material for Release
2, and train the Regional trainers. The target go-live date for Release 2 is July 19,
2021. Primary Compliance Contacts and Alternate Compliance Contacts should
watch your email for the announcement of Release 2 training.
The Align project teams are working to develop the “user stories” for Release 3.
These user stories are scenarios that describe the functional requirements for
software development and testing of the Align tool. Once approved and finalized,
these user stories will guide the User Acceptance Testing for Release 3. Training
materials and dates will be determined later in the year.

The RAM team hopes that you find value in the checklist. If you have
any questions, please contact your RAM single-point-of-contact or
Janice Carney.

For more information about the Align project, visit NERC’s Align project page.
Additional Training videos are available on the NERC Training site.
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NOTE THE NEWS
SERC NO LONGER COLLECTING ANNUAL
VOTING RIGHTS DATA FROM MEMBERS

SERC News

SERC’s updated Bylaws effective January 1, 2021, implemented a
new governance structure. One of the many enhancements to the
SERC Bylaws is simplifying the voting scheme used by both the Board
of Directors and the broader Members body. Historically, SERC has
sent Member Companies a data request annually in March, collecting
information to inform the annual voting rights calculation for the
upcoming year. However, as explained below, SERC governance
changes eliminates the need to collect annual voting rights calculation
data.
SERC is simplifying the voting scheme for Members to:
(a) Provide that each Member is entitled to one vote;
(b) Require a simple majority to pass most actions by the
Members plus (i) a member from at least three Sectors must
vote affirmatively for any action to pass; and (ii) a member
from at least two Sectors must vote negatively for any action
to fail; and
(c) Require two-thirds approval by Members for Bylaws and
Articles of Incorporation amendments.
SERC is also simplifying the Board of Directors voting scheme to:
(a) Provide that each Director is entitled to one vote;
(b) Require a simple majority vote to pass most actions plus
(i) a Director from at least three Sectors must vote affirmatively
for any action to pass and (ii) a Director from at least two
Sectors must vote negatively for any action to fail; and
(c) Specify that Independent Directors constitute its own Sector for
voting purposes.
HOT TOPICS
HOT TOPICS
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VULNERABILITY ALERT
GE Univeral Relay Family
Advisories and new firmware releases have been issued to address critical
vulnerabilities associated with the UR family of relays.
Visit the following sites for more details:
• Relay Race: Getting a Handle on Known Risks in the GE UR Family
• ICS Advisory (ICSA-21-075-02)
The firmware that fixes these issues was released by GE on 12/24/2020.

MICROSOFT EXCHANGE VULNERABILITY

A great deal of information is available on the Microsoft Exchange
vulnerability. Here are two helpful updates from the E-ISAC and Microsoft
that you should know about:

• The One-Click Microsoft Exchange On-Premises Mitigation Tool.
• More resources on the Microsoft Exchange Server vulnerabilities
may be found on the E-ISAC Portal.

OUTREACH & TRAINING
OUTREACH & TRAINING

INSIDE SERC
INSIDE SERC

FOR
YOUR
CALENDAR
FOR
YOUR
CALENDAR

Page8 8
Page

NERC News
Quick links to NERC’s Newsroom and Newsletters

FERC News

•

Announcements
◦ Reliabiltiy Issues Steering Committee - April 8
◦ Human Performance in Electric Power Virtual Sessions- May 6
◦ NERC Board of Trustees and Member Representative Meetings May 12 - 13

•

Comment Period
◦ Open through April 20, 2021 Project 2021-03 CIP-002 Transmission
Owner Control Centers (TOCC)
◦ Open through April 26, 2021 Project 2019-06 Cold Weather
◦ Open through April 27, 2021 Project 2017-01 Modifications to BAL003-1.1 White Paper
◦ Open through May 10, 2021 Project 2019-02 BES Cyber System
Information Access Management

•

Postings
◦ Project 2019-06 Cold Weather Industry Webinar
◦ Project 2016-02 Modifications to CIP Standards Outreach Webinar
◦ Reliability Standard Audit Worksheet (RSAW) for PER-006-1
◦ Twelve Reliability Standard Audit Worksheets (RSAWs)
◦ ERO Enterprise Revised CIP Evidence Request Tool (ERT) v5.0
◦ Reliability Guidelines Posted

Links to FERC’s Newsroom - Open Access Podcasts

•

Office of Public Participation Virtual Listening Sessions & Public
Comment Period | Event Details

•

Open Access Podcast: Catching Up with Chairman Glick | Listen

•

FERC Reaches Compromise on Greenhouse Gas Significance |
News Release

•

FERC Directs Revisions to Market Power Mitigation in PJM
Capacity Market | News Release

•

FERC Orders Rover to Respond to Allegations of
Misrepresentations, Omissions | News Release

•

FERC Relicenses Conowingo Hydroelectric Project | News
Release

•

FERC Clarifies Determination of 80-MW Capacity Cap for QFs
News Release

•

2020 State of the Markets Report | Event Details
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IT’S TIME FOR YOUR LEGISLATIVE UPDATE
By: Dulce Plaza, Legal Counsel

EXECUTIVE ORDER TO REVIEW CRITICAL SUPPLY CHAINS
On February 24, 2021, President Biden signed “Executive Order on America’s
Supply Chains” (EO), directing certain federal agencies to perform a review of
critical supply chains to identify ways to secure U.S. supply chains against a
wide range of risks and vulnerabilities.
The EO has two main initiatives. First, the EO directs an immediate 100-day
review across certain federal agencies to address vulnerabilities in the supply
chain of the following critical goods:
• Semiconductor manufacturing and advanced packaging;
• High-capacity batteries, including electric-vehicle batteries;
• Critical minerals and other identified strategic minerals, including rare
earth elements; and
• Pharmaceuticals and active pharmaceutical ingredients.
The 100-day review will identify near-term steps the administration can take
with Congress to address vulnerabilities in the supply chains for these critical
goods.
Second, the EO directs certain agencies to complete a more in-depth one-year
review of a broader set of supply chains in the following six sectors:
•
•
•
•
•
•

Defense industrial base
Public health and biological preparedness industrial base
Information and communications technology industrial base
Energy sector industrial base
Transportation industrial base
Agricultural commodities and food products supply chain

The definitions of the industrial bases are to be determined by the relevant
agencies. The one-year reports must address a number of concerns, including
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a review of critical goods and material within the
supply chain in question, the manufacturing or other
capabilities needed to produce those materials, as
well as a variety of vulnerabilities created by failure
to develop domestic capabilities.
The reports must include a review of the resilience and capacity of American
manufacturing supply chains and the U.S. industrial and agricultural base to
support national and economic security, emergency preparedness, and supply
chain resiliency.
The EO directs the relevant agencies to identify locations of key manufacturing
and production assets. Relevant agencies are also directed to assess the
availability of substitutes or alternative sources for critical goods; the current
state of domestic education and manufacturing workforce skills for all sectors
and the identified gaps, opportunities, and potential best practices in meeting
the future workforce needs for all sectors; the role of transportation systems
in supporting supply chains and industrial bases; and the risks posed by
climate change to the availability, production, or transportation of critical goods
and materials. Additionally, agencies are directed to make specific policy
recommendations to address risks, as well as proposals for new research and
development activities.
Following the submission of the one-year reports, the relevant agencies are
required to, as soon as practicable, submit additional reports reviewing actions
taken over the previous year and making recommendations, including steps to
strengthen the resilience of America’s supply chains, reforms needed to make
supply chain analyses and actions more effective, and the establishment of a
quadrennial supply chain review. For the complete EO, click here.
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TECHNICAL COMMITTEES
SPRING TECHNICAL COMMITTEE MEETINGS
JOINT TECHNICAL COMMITTEE
On March 23, 2021, the Engineering Committee hosted the joint technical
committee meeting, bringing together the Engineering Committee,
Operating Committee, and the Critical Infrastructure Protection
Committee. The continuous goal of the joint technical committee meeting
is to discuss and coordinate topics that are informative across all three
committees. Over 200 members from the three committees participated in
the 2021 spring joint meeting, which focused on understanding risks to the
SERC region.
The meeting featured guest speakers from multiple industries: Argonne
National Lab, the American Gas Association, NERC, and SERC staff.
Susan Babinec from Argonne National Lab gave a very informative
presentation on the industry activities associated with the growth of
battery storage, the technologies, and the challenges for the grid resulting
from this new area of growth in the electric industry. Kimberly Denbow
of the American Gas Association provided information on the operations
and resilience of the natural gas pipelines. Bill Lamanna from NERC
reviewed the recently published NERC Long-Term Reliability Assessment,
highlighting reliability risks of unserved energy and load shed during
peak hours especially during off-peak periods. These emerging risks
result from increased reliance on variable resources and retirement of
conventional generation that must fundamentally change how the Bulk
Power System will be planned and operated going forward.Presentations
from SERC staff closed out the meeting: Rick Stachowicz provided an
overview of the recent cold weather event, and Eric Howell provided
additional information on the SolarWinds data breach.

ENGINEERING COMMITTEE
The Engineering Committee (EC) held two half-day sessions on March
24 and 25, and was well attended with 33 member companies and 70
members and guests. As with all meetings so far this year, the EC Spring
meeting was held completely virtually. The overall theme of this EC meeting
focused around understanding and mitigating the top engineering risks to
the SERC Region’s Bulk Electric System (BES).
In 2021, the SERC Engineering working groups collaboratively developed
work product plans to start addressing and mitigating the highest risk items
to the SERC Region. Planning Coordination Subcommittee Chair, Daryl
McGee from Southern Company outlined the studies that the EC working
groups and SERC staff will conduct. Speakers gave presentations on risks
associated with Distributed Energy Resources (DER) and the growing
reliance on natural gas. The EC also discussed developing seminars
focused on the growing awareness of risk associated with aspects of
Inverter Based Resources. Wyatt Ellertson from Entergy presented the
results of the last Probabilistic study, which assesses the adequacy of
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SPRING TECHNICAL COMMITTEE MEETINGS (Continued)
resources within the SERC Region. In addition, he noted that the SERC
Reliability Assessment Working Group would next focus on reviewing the
Regional Reserve Requirements to determine if changes are needed with the
changing resource mix.
OPERATING COMMITTEE
The Operating Committee (OC) had another successful and informative
meeting March 24 and 25. In addition to updates from the working groups
at SERC and NERC, speakers shared presentations on a number of topics
addressing risk to the Bulk Power System. Michelle Bourg from Entergy gave
a very informative presentation on Entergy’s 2020 hurricane experiences
and lessons learned. Elliott Hankinson from Associated Electric Cooperative
shared how they are applying dynamic and ambient line ratings to their Energy
Management System and the benefits they have seen. Anthony Noisette
gave an update on how the Variable Energy Working Group is addressing
risks related to changing resources. At the end of the meeting, the OC held an
informal session where the members were able to ask SERC staff questions.
CRITICAL INFRASTRUCTURE PROTECTION COMMITTEE
The Critical Infrastructure Protection Committee (CIPC) held its spring meeting
on the mornings of March 24 and 25. Because of the ongoing pandemic, we
have continued to hold the CIPC meeting through WebEx. We are all looking
forward to the time where we will again have the opportunity to meet in person.
The format of the meeting was the same as in the fall, which included threehour sessions on both Wednesday and Thursday mornings. We had hoped to
be able to conduct this meeting in person, but for the safety of all involved and
the travel restrictions still in place, we could not.
Throughout the meetings, we heard presentations on both cyber and physical
security by industry experts. These presentations provided insight, suggestions,
and opportunities to strengthen our cyber and physical infrastructure by
applying best practices, processes and procedures.
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Tony Hall presided over his last CIPC meeting as chair; his two year term
will end after the spring meeting. He has led the CIPC well over the last
two years and his leadership will be missed. Fortunately, we have leaders
who have stepped up to fill the void left by Tony. John Greaves from
Georgia Power, who has been the vice chair for the last two years has been
nominated, and agreed to lead the CIPC for the next two years. Nominated
to move into John’s place as vice chair is Carter Manucy from Florida
Municipal Power Agency. These nominations were confirmed by the CIPC
and have been sent to the SERC Board for final approval.
Other business included the approval of a modified scope document for
the CIPC. The biggest change is how we assign representatives and what
constitutes a quorum. The new scope aligns better with the other technical
committees and the SERC Board. In this version of the scope, we have
added a new role, an Observer. The Observer participates in the committee
but cannot vote. This change allows a member company who has already
assigned a Representative and Alternate to the committee to extend the
opportunity to participate in committee work to additional employees. We
have also changed the quorum requirement from two thirds of the voting
membership to a simple majority of the voting membership.
The meeting ended with the SERC Assistance Group sharing their
observations within the industry followed by a “Pencils Down” roundtable
that generated much discussion on many issues of interest to the members.
This session included members of the CIPC and SERC staff that provided
input and answers as requested.
With the conclusion of the spring meetings, we are already preparing for the
fall when we are hoping to meet in person. The dates for the fall meetings
are currently scheduled for the week of September 27, 2021. Be sure to
mark the date on your calendars.
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HERE COMES THE SUN
By: Michael Kuhl, Manager, O&P Monitoring
The growth rate of renewable energy generating capacity, primarily wind and
solar energy, continues at a remarkable pace. According to the U.S. Energy
Information Administration (EIA), renewables account for most new electricity
generating capacity in 2021. In fact, solar and wind are expected to represent
70 percent of new electricity generating capacity in 2021. Solar leads the way
with 39 percent of the new capacity. Within the SERC region, solar generation
growth leads that of other types of renewables. SERC staffs recognize the
significance of renewable energy penetration and their role supporting SERC’s
Vision, a highly reliable and secure bulk power system, and SERC’s Mission,
to assure effective and efficient reduction of risks to the reliability and security
of the bulk power system (BPS). The influx of new renewable electricity
capacity results in many new people supporting generation operations. SERC
is committed to working with existing and new stakeholders to promote safe,
secure, and reliable operation of the electric grid.
In early March, SERC hosted the Small Entity Seminar, which included a
presentation titled “Reliability and Security – Solar and Wind Generation.” The
presentation covered various resources available on the subject of renewables.
Although renewables are the new kid on the block with respect to electricity
generating capacity, there exists a tremendous amount of important information
in the form of lessons learned, system disturbance reports, risk assessments,
and SERC technical committee activity relevant to renewable generation.

NERC, Regional Entities, and stakeholders also work collectively
to document significant system events, noting key findings and
communicating recommendations for use by industry. It was noted
during SERC’s Small Entity Seminar that at least four disturbance
reports included key information applicable to renewable generation.
For reference, these are the four reports: July 2020 San Fernando
Solar PV Reduction Disturbance; April and May 2018 Fault Induced
Solar Photovoltaic Resource Interruption Disturbances Report;
October 9, 2017 Canyon 2 Fire Disturbance Report; and August 2016
1200 MW Fault Induced Solar Photovoltaic Resource Interruption
Disturbance Report. It is of paramount importance that the industry is
aware of these historical events so we do not repeat them.
In the SERC 2020 Reliability Risk Report, variable energy resource
integration is one of the top identified risks. SERC’s Variable Energy
Resources Working Group (VERWG) is charged with monitoring
this risk and is mitigating risk through development of guidance and
documentation of good practices for SERC members. Should you
wish to become involved with the VERWG, please contact Evan
Shuvo through SERC Support.

NERC Lessons Learned involve collaboration among NERC, Regional Entities,
and Registered Entities. The NERC Lessons Learned Quick Reference Guide
provides a summary of lessons learned and is posted publicly. We reviewed
five lesson learned topics applicable to renewable generation during SERC’s
Small Entity Seminar: Unanticpated Wind Generaton Cutoffs during a Cold
Weather Event, Current Drone Usage, Substation Fires: Working with First
Responders, Loss of Wind Turbines due to Transient Voltage Disturbances on
the Bulk Transmission System, and Wind Farm Winter Storm Issues.
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OUTREACH & TRAINING
NEW TRAINING MODULE:
SUPPLY CHAIN PROCUREMENT
Outreach & Training is pleased to announce the sixth module in our series on Supply
Chain is now available. The Supply Chain Risk Procurement training module discusses
implementation expectations and the risks surrounding procurement for the electric industry.
Be sure to check out all of our online training modules. You can find a list on the SERC
Resource Library.

SPRING SECURITY AND RELIABILITY SEMINAR

Outreach Opportunities
SERC Events
Assistance Program

The Spring Security and Reliability was conducted virtually on March 9 and the morning of March
10, 2021, followed by the Small Entity Seminar that afternoon. SERC was happy to host over 300
attendees via WebEx. A wide variety of topics were covered at both seminars, and staff would like
to thank all of the speakers who so graciously shared their time and expertise. We would also like
to thank all of you for your support and for taking the time to respond to the feedback survey. We are
using your input to help plan future Outreach events. In case you missed the seminar, you can find the
recording here!

Online Learning
COVID-19 Resources
Resource Library
Supply Chain Resources
Q&A and Lessons Learned
Q&A Process
SERC Newsletter
Registered Entity Forum
SERC 101
HOT TOPICS
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INSIDER HEROES

Hero Opportunities and Training

By: Chris Holmquest, Reliability and Security Advisor
An online search for “insider threats” will result in an abundance of
resources (e.g., Google returns about 31 million results) that demonstrate
the importance of the topic. As noted in last month’s article on Insider
Threat Programs, “insider threats are considered one of the top risks to
critical infrastructure in general and to the electric sector specifically.” While
the electric industry relies heavily on technology to protect our systems
and infrastructure, the efficacy of that technology is dependent on the
people that install, maintain, and monitor it. The operators and engineers,
and their training and awareness, are essential to a robust physical and
cyber security program and a key defense against external and internal
threats. With each threat or villain, there is an opportunity for a hero.
Acknowledgment and celebration of the “insider heroes” will encourage
and motivate other internal stakeholders and support a proactive security
posture.
An excellent example of an insider hero made it to the national news
recently. On Friday, at about 8:00 a.m., at a water treatment facility just
northwest of Tampa, a system operator noticed the mouse moving on
his screen. To most, this would seem immediately suspicious but it was
common for supervisors to remote in and control computer and monitor
operations. The water company used a remote access program to allow
others to monitor the facility operations or to troubleshoot IT issues remotely.
In addition, the water treatment plant’s computers were using Windows 7,
even though Microsoft ended support for Windows 7 in 2015. Microsoft
allowed security updates until it reached end-of-life in January 2020.
A few hours later, the operator saw the mouse moving again. This time
there was no doubt the intent was malicious, as the cursor began clicking on
plant controls. According to reports, the bad actor was attempting to change
the levels of sodium hydroxide from 100 parts per million to 11,100 parts
per million, which would have made drinking water extremely hazardous
to humans. The operator—our cape-less hero—quickly took control and
returned the setpoint to its correct level, alerted the appropriate leadership,
and closely monitored his process computers for further unauthorized

MORE
HOT TOPICS

NOTE THE NEWS

TECHNICAL COMMITTEES

Training and awareness are essential for heroes because, not only does
the threat landscape continuously evolve, but real events like the water
treatment plant breach emphasize the importance of rapid detection and
response.
Learn, Practice, Practice - Drills and exercises, whether executed at your
own company or as part of a wide-reaching event—like the very valuable
GridEx VI coming up in November—allow every role in our industry to
practice and react to realistic scenarios. As a veteran of the very first GridEx
in 2011 while with a registered entity, and now as a Regional staffer, I highly
recommend participation in this event. Please visit NERC’s GridEx page
for more information and consider participating in the exercise. For deeper
involvement, consider taking a role in the development and implementation
of such and renowned and valuable exercise.
Stay Engaged - NERC, SERC, and the other Regions of the ERO offer a
broad range of awareness opportunities. The SERC Critical Infrastructure
Protection Committee has regular meetings that address important topics
and allow participants to share experiences and learn from each other.
SERC also has a curriculum of e-modules available and an Assistance
team that can help answer direct questions and concerns. Watch for SERC
events like CIP Compliance Seminars and the upcoming Scoop on Insider
Threats webinar scheduled for June. NERC’s Electricity Information Sharing
and Analysis Center (E-ISAC) hosts a Grid Security Conference each fall
that brings together cyber and physical security leaders from industry and
government. As you can see, there is no shortage of available opportunities.
Stay Informed – As with the Florida water event, multiple agencies track
and analyze these cyber events. Within a few days of that event, the
Federal Bureau of Investigation, the Cybersecurity Infrastructure & Security
Agency, the Environmental Protection Agency, and the Multi-State ISAC
issued a Joint Cyber Advisory. This advisory contains some technical
details, general recommendations for cyber hygiene, and water and
wastewater systems security recommendations. Check the websites of
these agencies and other watchdog organizations frequently for up-to-date
information.
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INSIDER HEROES (Continued)
activity. Who knows the potential impact mitigated by this operator, but to put
this heroic action into perspective, an actual sodium hydroxide crisis occurred
in Massachusetts in 2007 that resulted in over 100 hospital admittances.
Now the Massachusetts event was not a cyber incident, but it points out the
impacts that can occur from the same industrial control system and process
control risks.
Insider heroes are our threat watchers, our incident responders, our system
and network designers, Electric Reliability Organization (ERO) staff, our
system operators, and others that work tirelessly to protect our critical
systems from attack and to prevent the harm that could follow. Insider heroes
are the dedicated folks that take training and apply it to their job and life.
Insider heroes are internal leaders that make a difference every day in their
space and for the benefit of others.
For several years, registered entities have trained, drilled, and practiced,
using scenarios we could not have imagined five or ten years prior. We
have learned that these joint exercises should include operations staff from
control centers, power plants, and substations; information technology
and operations technology; physical security and cyber security; and
multiple levels of management. More importantly, these exercises can
underscore the need to always be alert, and instill a culture of wariness and
response. Understanding the capabilities of the bad actors and the potential
consequences of malicious attacks helps to empower us to be insider heroes.
Over the next few months, we expect to hear more about the Florida cyber
event. I am confident there will be lessons learned published to help all of us
in critical infrastructure understand the evolution of the event and to outline
potential ways we can prevent, detect, and respond to similar scenarios. In
the meantime, there are countless insider heroes working alongside each of
us, and the attempt to compromise a water treatment plant is a reminder for
us all to be grateful for those who protect our critical infrastructure.

HOT TOPICS

NOTE THE NEWS

TECHNICAL COMMITTEES

SAVE THE DATE:
EXTREME WEATHER WEBINAR - MAY 18
On Tuesday May 18, 2021 from 8:30 a.m. - 12:00 p.m.
(eastern), SERC will be hosting an Extreme Weather Webinar.
The Webinar will benefit entities that experience hurricanes,
tornadoes, and storms in general. Lessons Learned and Best
Practices will be shared on how to prepare, withstand, and
recover from these types of events. The WebEx is free of charge
but please be sure to register no later than May 16, 2021. The
webinar agenda will be posted on April 26. Click here to register.
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FOR YOUR CALENDAR
GridSecCon 2021

April Events
April 6 - 8, 2021 		
April 27 - 29, 2021		

Save the Dates | October 18–20, 2021

System Operator Conference #1
System Operator Conference #2

NERC and Texas RE are co-hosting the 10th grid security
conference, GridSecCon, on October 19–20, with training
opportunities available on October 18. GridSecCon brings together
cyber and physical security leaders from industry and government
to deliver expert training sessions, share best practices, present
lessons learned, and share effective threat mitigation programs.

SAVE THE DATE
2021 Events

May 18, 2021 			
June 10, 2021			
June 15, 2021			
July 27, 2021			
August 24, 2021		
September 14 - 16, 2021
October 5 - 6, 2021 		
November 9 - 11, 2021		

Outreach Event - Extreme Weather Webinar
Align Release 1 Training (3 of 3)
Outreach Event - The Scoop on Insider Threats
Open Forum Webinar 2
Outreach Event - Cold Weather Webinar
System Operator Conference #3
Fall Reliability and Security Seminar
System Operator Conference #4

The event will be held virtually due to the ongoing pandemic.
More details will be made available on the E ISAC website, NERC
website, and Texas RE website. We look forward to seeing you there
virtually.

SERC Credit Instructions
All open credits issued in 2019 and 2020 are valid through
December 31, 2021. Further extensions will be determined based
on SERC’s ability to offer conferences and seminars over the next
18 months.
To use a credit, simply register for the event, indicate you will pay by
check (but do not send a check), and send an email to support@
serc1.org indicating for which event you registered.
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