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S E RC CONNE CT I ON
SERC’S GUIDING PRINCIPLES
By: George Krogstie, Chief Financial Officer & Corporate Treasurer
When Jason Blake stepped into the CEO role at SERC in late 2018, his first actions
were to foster inclusivity, focus, and reignite our sense of purpose and mission.
Leading the way, he established three strategic focus areas:
• Be a credible and trusted expert organization for our stakeholders
• Be a leader across the ERO and FERC
• Be a highly desirable place to work
These strategic focus areas guide our corporate strategic initiatives, as well as our
daily actions and decision making at all levels of the organization. Our belief is that
everything we do should in some way support one or more of our strategic focus
areas.
To support our efforts, we strive to embody our desired
cultural attributes of Leader, Collaborative, Expert, and
Purposeful in everything we do. These attributes epitomize
the characteristics we want to define us as we interact with
stakeholders, industry peers, NERC, FERC, and other
staff members. Consistently exemplifying these attributes
positions SERC to be highly successful in each of our
strategic focus areas. In future newsletters, we will delve
into just how these cultural attributes support each strategic
focus area. In the meantime, we hope you have witnessed
these attributes in your interactions with us firsthand, and
continue to do so in the future.

HOT TOPICS
FIRST EVER VIRTUAL SYSTEM OPERATOR
CONFERENCE A HUGE SUCCESS
By: Marty Sas, Principal Engineer, RAPA & Technical Services
In April, many in the SERC Region went on spring break and took some
much-needed time away from work. System Operators in the SERC Region,
however, used this time to enhance their knowledge base by participating in
the SERC-hosted System Operator Conference. They continue to learn and
develop skills necessary to ensure reliable operation of the Bulk Power System
(BPS).
The System Operator Working Group (SOWG) and SERC held the first-ever
virtual System Operator Conference (SOC) on April 5 through April 8, 2021.
More than 110 participants representing 30 different companies attended the
three days of training. The SOC attendees and facilitators (collectively) earned
over 1400 Continuing Education Hours (CEHs) during this System Operator
Conference.

The focus and theme of this SOC conference was "Reliably Meeting Change"
within the BPS. The virtual conference included simulation scenarios and
panels on the record-setting 2020 Hurricane Season and COVID. In addition,
industry experts presented on the Changing Resource Mix, Changing System
Inertia, and COM-002-4, and shared information on Critical Infrastructure
Protection (CIP) and the Electricity Information Sharing and Analysis Center
(E-ISAC).
In 2020, SERC had to cancel all SOCs for the year due to the restrictions and
safety concerns surrounding the COVID-19 pandemic. This year, the SOWG
wanted to continue to provide the SERC System Operator training as they have
always done pre-COVID. The most daunting question for the SOWG—aside
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VIRTUAL SYSTEM OPERATOR CONFERENCE (Continued)
from how to get cookies delivered—was how to turn an in-person experience
into a virtual one without sacrificing quality, and still achieving the same level of
participation and education for the System Operator. They achieved their goal
with the virtual SOC, which would not have been possible without the SOWG
and its Virtual Training Taskforce (VTTF) The SOWG and VTTF, working
closely with OES-NA and SERC staff, dedicated countless hours and effort to
meeting challenges, adapting, and overcoming them all.
The SOWG and VTTF’s hard work led to new opportunities with technology
utilizing WebEx, emoji cons, Survey Monkey, virtual backgrounds, and
presenting to an online audience vs a room of individuals. The SOWG, VTTF,
and OES-NA did a tremendous job of addressing the challenges of new
technologies by providing "how-to" guides for opening speakers, presenters,
facilitators, and attendees.
Holding a virtual SOC has already allowed the SOWG to collect a tremendous
amount of feedback in a short time compared to years in the past. For example,
here is an astonishing fact: 95% of the trainees completed the end-of-course
survey and the SOWG Leadership has already viewed the results. For an

in-person SOC, the response rate is much lower and far less timely. This early
response provided tremendous value to the SOWG Leadership, allowing them
to adjust quickly for SOC #2; the SOWG uses the feedback to determine the
direction and development of future SOCs.
The SOWG and SERC continued to build upon the success of the first System
Operator Conference during the next virtual conference, SOC #2, which
occurred from April 26–29, 2021. System Operator Conferences #3 and #4
are scheduled to be in-person at the Embassy Suites Greenville Golf Resort &
Conference Center, Greenville, SC.

•
•

System Operator Conference #3: September 13 – 16, 2021
System Operator Conference #4: November 8 – 11, 2021

The success of the first virtual System Operator Conference is due to
the dedication and commitment of all the individuals and companies who
participated in putting on the 2021 SERC System Operator Conferences.
SERC appreciates all the individuals and companies who participate in the
SOWG and VTTF, and recognizes that these professionals invest a significant
amount of time before, during, and after each System Operator Conference. It
is a privilege to work with such an impressive group of dedicated individuals to
deliver high-quality education and training to SERC system operators.
HOT TOPICS
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Align and the Secure Evidence Locker. Your Primary Compliance Contact
has been given responsibility to be your company’s Access Approver for
Align. You can reach out to AskAlign@NERC.net if you have any questions
about this.

UPDATE
The countdown is on; Release 1 of Align and the Secure Evidence
Locker will go live on May 24, 2021. Align and the Secure Evidence
Locker (SEL) are newly developed standardized ERO platforms for
entities to manage their CMEP activities and evidence. SERC has
been working with NERC and the other regions to ensure that we are
prepared for Release 1, while working to finalize testing of Release 2,
and verifying functional requirements for Release 3. The SERC team
has been involved in all phases of the Align project. With the SERC
Release 1 go-live date now only weeks away, are you prepared?
Release 1 includes self-reporting/self-logging, enforcement
processing, and mitigation plan functionality, and will follow a phased
implementation plan. MRO and Texas RE regions went live with
Release 1 on March 31, 2021. The WECC region will go live with
Release 1 on May 10, 2021, with SERC, NPCC, and Reliability First
scheduled to go live Release 1 on May 24, 2021. SERC subject
matter experts are working through our go-live checklist to ensure
that we are ready for Release 1. We will learn from the early use of
the tool by MRO and Texas RE and implement any lessons learned.
Meanwhile, Release 1 data validation and testing continue. SERC
has completed the first two Release 1 registered entity training
sessions, with a third session scheduled for June 10, 2021. If you
missed the Align training, you can review a recording of the training
event.

Release 2 of Align User Acceptance Testing (UAT), is set to complete
around the first of May. Steps that remain before Release 2 goes live:
NERC will finalize the training material for Release 2, and then train the
regional trainers. The target go-live date for Release 2 is July 19, 2021.
Primary Compliance Contacts and Alternate Compliance Contacts should
watch their email for the announcement of Release 2 training.
The Align project teams have developed “user stories” for Release 3. These
user stories are scenarios that describe the functional requirements for
software development and testing of the Align tool. These user stories will
guide the User Acceptance Testing for Release 3. Training materials and
dates will be determined later in the year.
For more information about the Align project, visit NERC’s Align project page

What else should you do to prepare for Align in May? If you have
compliance responsibilities at your company that require you to
submit self-reports or mitigation plans, make sure you have access to
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NOTE THE NEWS
SERC News

Situational Awareness/Events Analysis
Don’t forget about NERC’s Lessons Learned Program.
A key benefit of the Events Analysis program is identification of Lessons Learned from events that stress the electric
grid. The creation of the Lessons Learned is a collaborative
effort between registered entities, NERC, and the Regions.
SERC staff is reaching out to encourage registered entities
to work with SERC in developing Lessons Learned. If your
company has experienced an operational event and would
be interested in sharing what you have learned from the
event, please contact the SERC EA department.

Subscribe / Unsubscribe
by sending an emal to:
support@serc1.org

The SERC Member Portal replacement is underway. Currently, SERC has multiple
different legacy systems that our members and entities use to interact with us. With
the implementation of Align, SERC’s compliance portal will be phased out. SERC’s
committee portal, reliability portal for data collection, and the system that we use to
track confidentiality agreements with our entities need to be addressed. Some of the
legacy systems are approaching end of life, and we want to ensure the systems we
use to interact with your data and information are secure and up to date. To address
this we are developing a new member portal with security enhancements, scheduled
for release during the fourth quarter of 2021.
The Member Portal project will replace the existing committee and reliability portals
and will be the location for SERC members to respond to reliability data requests,
manage their company’s contacts for data collection and technical committee
participation, and interact with technical committee rosters and documents. Training,
user guides, and references will be available to help with the transition. As the
transition is scheduled, look for the notifications in our SERC monthly newsletter, on
the current committee portal and the current reliability portal.

Share good news about your
company and send newsletter
suggestions to:
support@serc1.org.
Spotlight your company by
submitting photographs for
SERC’s use.

SERC MEMBER PORTAL PROJECT

SERC NEWSLETTER SURVEY
The SERC Newsletter strives to inform and empower our Region’s stakeholders by providing
valuable, helpful, and informative content in a timely and effective manner. We are always
looking for ways to improve and would appreciate your feedback.
CLICK HERE to fill out the 2021 Newsletter Survey.
Thank you in advance for your feedback.
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NERC News
Quick links to NERC’s Newsroom and Newsletters
•

Announcements
◦ Human Performance in Electric Power Virtual Sessions - May 6
◦ NERC Board of Trustees and Member Representative Meetings May 12 - 13
◦ Compliance Guidance Update

•

Postings
◦ Project 2017-01 Modifications to BAL-003 White Paper Webinar
◦ Project 2019-06 Cold Weather Industry Webinar

•

Comment Period
◦ Open through May 10, 2021 Project 2015-09 Establish and Communicate
System Operating Limits
◦ Open through May 10, 2021 Project 2019-02 BES Cyber System
Information Access Management
◦ Open through June 4, 2021 Midwest Reliability Organization Regional
Reliability Standards Process Manual

•

Announcement Period
◦ Open through May 13, 2021 Project 2021-02 Modifications to VAR-002
◦ Open through May 17, 2021 Project 2020-02 Transmission-connected
Dynamic Reactive Resources

•

Lessons Learned
◦ Controlling Islanding due to Wildfire

FERC News
Links to FERC’s Newsroom - Open Access Podcasts

•

FERC Proposes Further Reforms to Electric Transmission
Incentives Policy | News Release | Presentation

•

FERC Issues Policy Statement on Carbon Pricing in Organized
Wholesale Markets | News Release

•

FERC Orders Pacificorp to Respond to Allegations of Reliability
Violations | News Release

•

FERC Imposes $15 Million Penalty for Dam Safety Violations at
Michigan Dams | News Release

•

Glick Names Venuto, Smaczniak to FERC Leadership Positions
| News Release
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FERC APRIL OPEN MEETING
By: Molly Poole, Legal Counsel
In the Federal Energy Regulatory Commission (“FERC”
or “the Commission”) Open Meeting on April 15, 2021,
Chairman Glick noted the importance of FERC’s April 15,
2021 Order that requires PacifiCorp to explain why the
company should not be assessed a proposed civil penalty
of $42 million for violating FERC reliability standards on its
bulk electric system. In the Staff Report attached to FERC’s
order, FERC Office of Enforcement (OE) staff allege that
PacifiCorp violated the Federal Power Act and regulations by failing to comply with a
Commission-approved reliability standard, involving transmission line facility ratings
methodology. Specifically, PacifiCorp adopted a facility ratings methodology that required
the consideration of clearance measurements consistent with the National Electric
Safety Code (NESC). FERC Enforcement Staff found that clearance measurements on
a majority of PacifiCorp’s bulk electric system transmission lines were incorrect under
the NESC. As these clearance measurements were used to calculate PacifiCorp’s
facility ratings, PacifiCorp’s facility ratings were thus inconsistent with its facility ratings
methodology. These incorrect measurements, and in turn, incorrect ratings, threatened
both grid reliability and public safety, and, in fact, one of PacifiCorp’s incorrectly rated
transmission lines was found by the State of Utah to have caused the Wood Hollow
wildfire in 2012. Chairman Glick made it clear that FERC’s Order does not indicate
Commission adoption or endorsement of the Staff Report and PacifiCorp has 30 days
to respond to the Commission’s order. However, Chairman Glick noted that the Order
shows that the Commission takes the responsibilities of the reliability of the bulk power
system very seriously, and, if there is a reason to believe that a company is not in
compliance with the reliability standards, FERC will pursue the matter until it is resolved.
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trends, and resources. Visit the SERC Resource
Library for a link to this course and others.
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TECHNICAL COMMITTEES
The RCWG met on Monday, March 22, 2021. During the meeting, the RCWG
reviewed and endorsed the following Reliability Plans: Florida Reliability
Coordinating Council (FRCC), PJM, and SERC. Mr. Chris Wakefield from
Southern Company volunteered to serve as the SERC Representative on the
North American Electric Reliability Corporation (NERC) Real-Time Operating
Subcommittee (RTOS).

RELIABILITY COORDINATOR WORKING GROUP

By: Marty Sas, Principal Engineer, RAPA & Technical Services
The NERC Glossary of Terms defines Reliability Coordinator (RC) as
“The entity that is the highest level of authority who is responsible for the
Reliable Operation of the Bulk Electric System, has the Wide Area view
of the Bulk Electric System, and has the operating tools, processes and
procedures, including the authority to prevent or mitigate emergency
operating situations in both next-day analysis and real-time operations.
The Reliability Coordinator has the purview that is broad enough to enable
the calculation of Interconnection Reliability Operating Limits, which may
be based on the operating parameters of transmission systems beyond
any Transmission Operator’s vision.”
SERC’s mission is to assure effective and efficient reduction of risk to
the reliability and security of the bulk power system (BPS). To achieve
this objective, SERC partners with its Reliability Coordinators to provide
a communication forum for sharing challenges, best practices, and like
experiences, and to offer guidance. The Reliability Coordinator Working
Group (RCWG) is the platform that enables SERC and its Reliability
Coordinators to collaborate and address the most pressing reliability
issues. At meetings, each Reliability Coordinator reviews their past season
and previews their upcoming season. Sharing this information provides
the Reliability Coordinators a better understanding and situational
awareness, which helps maintain the reliability and security of the BPS.

HOT TOPICS
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For the winter review, the Reliability Coordinators reported that they
experienced a mild winter with average temperatures and precipitation.
Exceptions were Arctic Storm Uri in mid-February and the record-setting
precipitation (over 70 inches) for Tennessee Valley Authority (TVA) RC. The
summer preview is normal to slightly above normal temperatures and normal
to slightly above normal precipitation expected in most of the SERC Reliability
Coordinator footprint. The SERC Reliability Coordinators are projecting an
average to a slightly above-average hurricane season.
The Reliability Coordinators discussed significant extreme weather events that
have affected the SERC Region, such as Hurricanes Laura, Delta, and Arctic
Storm Uri during the past year. In addition, they discussed their challenges:
heavy loop flows during Arctic Storm Uri, a large number of solar units in the
planning queue, and solar operation during winter load curves.
Over this last year of dealing with the pandemic (COVID), the RCWG
developed an enhanced communication effort that allowed the Reliability
Coordinators to share the challenges, strategies, and mitigation efforts used
in dealing with the impacts of COVID. The RCWG has decided to continue
this enhanced communication—a lesson learned about the importance of
communication—and hold monthly calls to discuss COVID, Extreme Weather,
Operations, or any items relevant to maintain the reliability and security of the
bulk power system.
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• SOC #4: November 9-11, 2021 (19 CEHs) Tuesday/Wednesday 8:00

SYSTEM OPERATOR WORKING GROUP

a.m. to 5:00 p.m., Thursday from 8:00 a.m. to 11:00 a.m. – In-person at
the Embassy Suites, Greenville, SC

By: Marty Sas, Principal Engineer, RAPA & Technical Services
SERC’s mission is to assure effective and efficient reduction of risk to the
reliability and security of the Bulk Power System (BPS). The SERC Operating
Committee (OC) System Operator Working Group (SOWG) promotes reliable
operations through training and education of system operators and operations
support personnel responsible for Bulk Electric System (BES) reliability
within the SERC Region. The SOWG is the platform that enables SERC and
stakeholders to collaboratively provide training and prepare System Operators
in the SERC Region to address the most pressing reliability issues.

SERC appreciates all the individuals and companies who participate in the
SOWG and Virtual Training Task Force (VTTF). These professionals invest
a significant amount of time before and during each of the System Operator
Conferences. It is a privilege to work with such an impressive group of
dedicated individuals to deliver high-quality education and training to SERC
System Operators.

The SOWG held its committee meeting on Thursday, April 15, 2021, to review
the first-ever virtual System Operator Conference (SOC) and to make final
preparations for SOC #2. The committee continued working toward its plan
to host SOC #3, and #4 in person later this year. The focus or theme for all
the SOCs is “Reliably Meeting Change.” Among many topics, we will discuss
COVID-19, Changing Resource Mix, and Changing Inertia (Frequency event),
and will have a panel discussion on the impact of the 2020 Hurricane Season to
provide operators with the right tools for their job.
Review of SOC #1: SERC hosted its first-ever virtual system operator
conferences (SOC) the week of April 5, 2021. 110 participants from 30 different
companies took advantage of the training. Over 1400 Continuing Education
Hours (CEHs) are awarded to the NERC Certified individuals.
Dates for Future System Operator Conferences in 2021

• SOC #3: September 14-16, 2021 (19 CEHs) Tuesday/Wednesday 8:00

a.m. to 5:00 p.m., Thursday from 8:00 a.m. to 11:00 a.m. – In-person at the
Embassy Suites, Greenville, SC
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SERC Credit Instructions
All open credits issued in 2019 and 2020 are valid through December 31,
2021. Further extensions will be determined based on SERC’s ability to
offer conferences and seminars over the next 18 months.
To use a credit, simply register for the event, indicate you will pay by check
(but do not send a check), and send an email to support@serc1.org
indicating for which event you registered.
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SERC AND ITS CHANGING RESOURCE MIX
By: Richard Becker, Program Manager, Engineering
SERC is committed to reducing the risk to reliability and security of the bulk
power system. As identified in the 2020 Reliability Risk Report, the changing
resource mix and the uncertainty associated with it is an emerging risk.
The generation resource portfolio in the SERC Region is undergoing a
fundamental transition in its resource mixture. This change in the resource
mix is accelerating due to fuel costs, advancements in technology, and federal
and environmental policies. While decreasing costs and lower emissions have
propelled natural gas dominance as a fuel source (replacing coal), renewables
(photo voltaic and to a lesser extent, wind) are making a surge due to dropping
installation costs and state-based subsidies. These changes are posing a
challenge to Transmission Planners developing long-range plans and are
limiting the options System Operators have to mitigate real-time reliability
concerns.

the changing resource mix can affect all of these. In addition, the
group has plans to conduct studies in the future to address risk to the
reliability of the bulk power system due to the changing resource mix.
A changing resource mix can have positive economic and
environmental impacts in the SERC region, but we cannot ignore
the potential risks it brings. Through the efforts of its stakeholder
committees, outreach, and education, SERC will continue to support
its mission to assure effective and efficient reduction of risks to the
reliability and security of the bulk power system.

For the SERC Region, one of the greatest potential risks associated with this
uncertainty and change in the resource mixture is the retirement of the large,
rotating, synchronous central station generating units (coal plants) and their
replacements: a large amount of new inverter based technology resources.
This transition to new technology resources—such as solar, distributed energy,
wind, and battery storage—can affect (i.e., reduce or inhibit) voltage control
capabilities, reactive support, frequency response, and ramping capabilities.
This can create challenges when developing load forecast projections and
determining optimal maintenance schedules.
The SERC Engineering Committee has tasked two of its subgroups, the
Planning Coordination Subcommittee and the Variable Energy Resources
Working Group, with developing a coordinated Regional action plan for
the changing resource mix and its associated risks. The plan will focus on
mitigation planning and mitigation implementation. The goal is to improve
understanding of these risks and raise awareness. SERC technical committees
plan to host a series of workshops on topics such as frequency and inertia
response, voltage support, short-circuit analysis, and inter-area oscillation;
HOT TOPICS
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OUTREACH & TRAINING
EXTREME WEATHER WEBINAR
TUESDAY, MAY 18, 2021
8:30 AM - 12:00 PM
SERC is always working with industry to reduce risk to the Bulk Power System, and extreme
weather continues to be one of the top three risks identified for our region. Extreme weather and
the damage it causes are an unpleasant fact in the SERC region. To share information and lessons
learned in dealing with extreme weather, SERC will be hosting an Extreme Weather Webinar. This
event will benefit all who own or operate assets within the Bulk Power System and experience
extreme weather, such as hurricanes, tornados, and wind storms.
The learning objectives of the webinar are to highlight the importance of awareness of the risk extreme
weather brings to reliability and to learn from others. In addition, the webinar will shed light on building
resiliency into system planning to mitigate this risk.
Outreach Opportunities
SERC Events
Assistance Program
Online Learning
COVID-19 Resources
Resource Library
Supply Chain Resources
Q&A and Lessons Learned
Q&A Process
SERC Newsletter
Registered Entity Forum

Speakers from both within and outside of the SERC region will present what their companies are
doing to increase resiliency against extreme weather. Charles Long of Entergy will provide a keynote.
Mark McVey from Dominion Energy and Tom Gwaltney from Florida Power & Light will present on
how their companies use hardening, modeling, and recovery efforts to strengthen their resiliency. Other
presentations will cover lessons learned and best practices on preparation and recovery from weather
events. Kelly McFarlane of Bonneville Power Association will provide review a high wind event that, due to
precautions taken ahead of time, Bonneville Power Association avoided losing situational awareness. Dan
Jewell from Louisiana Generating will give a presentation on preparation and best practices from the 2020
from the perspective of a Generator Operator. Tennessee Valley Authority will present on an event in which
they were able to quickly repair and rebuild a 500 kV substation following storm damage. Tim Ponseti will
provide insight on how SERC supports its entities to address the risk of extreme weather.
We will always feel the impact of extreme weather of all types, so it is important to continue to improve our
resiliency. Please register by May 16, 2021 for this free webinar. Send questions regarding content to Dave
Krueger, and those about registration questions to Lynn Black at Support@serc1.org.

SERC 101
HOT TOPICS
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THE ZERO TRUST CYBERSECURITY MODEL
By: Chris Mahn, Reliability and Security Advisor

each user account based on particular tasks and how long it takes to
perform those tasks.

The principle of “never trust, always verify” sums up Zero Trust nicely. Many
cybersecurity models tend to trust devices, connections, or communications
once inside an established security zone, perimeter, or network. For
example, the defense in depth (DiD) model trusts based on location. In
other words, if you are inside a secure network, others assume you belong
and allow you to travel to other trusted locations without much questioning.
Now some skeptical devices may require base credentials but in general if
one is able to make it past the perimeter you must belong.

In the Perimeter-Based Security (or DiD) Model shown in this image,
the Supervisory Control and Data Acquisition (SCADA) firewall serves
as the single electronic access point to the ESP. Once inside the ESP,
the malicious attacker has trusted access to all devices within the
network. However, in the Zero Trust Model, additional access control
and/or monitoring is applied to all devices at the perimeter and within
the network.

In contrast, the Zero Trust security model is paranoid and assumes nothing
belongs. It constantly looks for anomalous or malicious activity even inside
trusted or secure areas. Even when you convince the controls that you
are authorized, Zero Trust offers minimum privileges and tracks your every
move.
Why Zero Trust
There are many reasons why you should consider a zero trust model for
your network. Most of it is due to evolving technology, increased skill of
threat actors, and the ever-increasing interconnectivity of the world. New
technologies mean new types of attacks, which bring more outside—and
inside—threat actors. Unless we improve the current state of cybersecurity,
we are going to fall behind the threat actors. In addition, people are very
mobile in today’s world and connect almost from anywhere, allowing them
the time breach your systems. Keep in mind the sophistication of new
environments such as cloud, multi-cloud, and hybrid network environments.
As some breaches have shown, threat actors are finding more and more
vulnerabilities, which makes it extremely difficult for cybersecurity personnel
to respond quickly and with accuracy. We already know that the Zero Trust
model provides the ability to stop actors from moving freely from one box to
another. Going to this model allows tighter controls on user accounts and
passwords, including what those accounts can access, such as certain
applications or processes. In addition, you can lock down login times for
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Summary

ZERO TRUST (Continued)
Core Tenants of Zero Trust
1.
2.
3.
4.

5.
6.
7.

All data sources and computing services are
considered resources.
All communication is secured regardless of network
location.
Access to individual enterprise resources is granted on
a per-session basis.
Access to resources is determined by dynamic
policy including the observable state of client identity,
application/service, and the requesting asset—and
may include other behavioral and environmental
attributes
The enterprise monitors and measures the integrity
and security posture of all owned and associated
assets.
All resource authentication and authorization are
dynamic and strictly enforced before access is allowed.
The enterprise collects as much information as
possible about the current state of assets, network
infrastructure and communications and uses it to
improve its security posture.

For a more in-depth discussion on these tenets, please see the
NIST 800-207 Zero Trust Architecture publication.

If you are exploring the possibility of Zero Trust or are already moving
toward this security model, consider the seven tenant. Keep in mind,
moving to Zero Trust takes an entire organizational buy-in because
it will be expensive and will require a fundamental change in security
perspective and operations. The benefits of this model are stronger
defenses against inside and outside threats and can be implemented in
stages. This article is just scratching the surface of Zero Trust security
models. Please reach out to the SERC assistance team with questions
or more resources. A good place to start is looking at the NIST 800- 207
publication for a more detailed information on this concept.

NEW TRAINING AVAILABLE ON CIP- 008-6

SERC Outreach & Training is pleased to announce that a new
training module, CIP-008-6 Cyber Security Incident Reporting
and Response Planning is now available. This module focuses
on CIP-008-6: its changes, new terminology, and new reporting
requirements. This module, along with all other SERC online training
modules is available from the SERC Resource Library on our
website.
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FOR YOUR CALENDAR
GridSecCon 2021

May Events

Save the Dates | October 18 – 20, 2021
May 18, 2021 			

Outreach Event - Extreme Weather Webinar

SAVE THE DATE
2021 Events
June 10, 2021			

Align Release 1 Training (3 of 3)

June 15, 2021			

Outreach Event - The Scoop on Insider Threats

July 20 - 22, 2021		

Summer Regional Meetings

July 27, 2021			

Open Forum Webinar 2

August 24, 2021		

Outreach Event - Cold Weather Webinar

September 14 - 16, 2021

System Operator Conference #3

October 5 - 6, 2021 		

Fall Reliability and Security Seminar

November 9 - 11, 2021		

System Operator Conference #4

HOT TOPICS
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NERC and Texas RE are co-hosting the 10th grid security
conference, GridSecCon, on October 19–20, with training
opportunities available on October 18. GridSecCon brings together
cyber and physical security leaders from industry and government
to deliver expert training sessions, share best practices, present
lessons learned, and share effective threat mitigation programs.
The event will be held virtually due to the ongoing pandemic.
More details will be made available on the E ISAC website, NERC
website, and Texas RE website. We look forward to seeing you there
virtually.

OUTREACH & TRAINING

INSIDE SERC

FOR YOUR CALENDAR
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