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S E RC CONNE CT I ON
TRANSFORMATION
By: Andrew Williamson, Director, Reliability Assurance
As life begins to return to normal, I cannot help but think about how the “new”
normal will be very different from the pre-COVID-19 normal across the ERO.
Nowhere is this more apparent than in the Reliability Assurance teams at SERC.
Back in March of 2020, when SERC abruptly transitioned to working remotely, little
did we know that more than a year would pass before we could return to the office.
Maybe a few weeks, maybe a few months, but more than a year? Never. Nor could
we imagine the ways it would change monitoring, registration and certification work.
We went from twenty five Monitoring and Certification engagements in progress
(two thirds of which were scheduled as on-site) to zero on-site engagements
overnight. We were facing a huge task of completing the engagements in progress
while transforming our methods to the new requirements for future engagements.
The challenge was daunting. Despite processes that were heavily based upon onsite reviews and access to data issues and the technology
challenges to review data with remote registered entity
subject matter experts, we managed to come together as
a team and work through the challenges. The collaboration
of the audit and certification teams with various entities
scheduled for these engagements was nothing short of
amazing. There were some huge obstacles that could have
resulted in chaos, but thanks to the efforts of everyone
involved, we achieved success through flexibility, adaptability
and collaboration with the registered entities in the SERC
region.
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At a time when we were forced to find new ways to work together,
we successfully transformed the audit and certification processes
to allow them to be completed remotely while achieving the same
level of excellence. How did we accomplish this? We adjusted our
engagement scopes, looked at our tools and practices, and began to
innovate. From remote Operator interviews and control center tours,
to the handling of subject matter expert interviews and flexibility in
scheduling, the team came together with the registered entities and
succeeded. So as we begin to see fewer restrictions on travel and the
ability to return to on-site engagements, are we just going to go back
to the status quo? Absolutely not! We are taking what we have learned
from the pandemic, and we will continue to transform and refine our
methods so we can make the SERC Reliability Assurance processes
more efficient and effective.
While we look forward to face-to-face engagements again soon, we
fully embrace the silver lining that has emerged from this past year of
challenges. Things will be different but they will be better. We will be
better. As we continue to streamline our processes, we will continue to
maximize our ability to be risk-based and risk-informed to improve the
reliability and security of the Bulk Power System.

RANSOMWARE CYBER RESILIENCY WITH
NERC RECOVERY PLANS FOR BES CYBER
SYSTEMS (CIP-009-6)

By: Carlos Valiente, Senior Critical Infrastructure Protection (CIP) CIP Auditor
The “SHOCK and AWE” of ransomware or data-hostage attacks continue
to multiply and do not seem to be ending anytime soon. Even with defense
mechanisms in place, ransomware attacks are still successfully encrypting
organizations’ data. This type of attack can be devastating to both individuals
and organizations, and while some of the victims end up paying to recover the
files, there is never a guarantee they will see the files again.
Cybersecurity & Infrastructure Security Agency (CISA) recommends
updating software/system patches, never clicking links or open attachments
from unsolicited emails, and always backing up data on a regular basis.
So what else can entities do? While recovery planning and testing can be
a difficult task, entities that frequently perform recovery tests will gain both
the confidence and preparedness to recover from both the economic and
reputational devastation that ransomware attacks bring to organizations.
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RANSOMEWARE CYBER RESILIENCY (Continued)

NERC CIP-009-6 Standards and Guidelines:

Building a strong CIP-009-6 CIP backup and recovery plan(s) for the BES (Bulk
Electric Systems) Cyber Systems is one of the most important defenses against
ransomware attacks. Having a strong restoration plan is one of your safest and
most reliable solutions for recovering your Cyber Systems and data.

Standards/Req.

Requirement Description Requirement Guidelines

CIP-009-6 R1.

Each Responsible Entity
shall have one or more
documented recovery plan(s)
that collectively include each
of the applicable requirement
parts in CIP-009-6 Table R1 –
Recovery Plan Specifications.

The term recovery plan is used
throughout to refer to a documented
set of instructions and resources
needed to recover reliability functions
performed by BES Cyber Systems

CIP-009-6 1.1.

Conditions for activation of
the recovery plan(s).

The conditions for activation of the
recovery plan should consider viable
threats to the BES Cyber System
such as natural disasters, computing
equipment failures, computing
environment failures, and Cyber
Security Incidents. A business impact
analysis for the BES Cyber System
may be useful in determining these
conditions.

CIP-009-6 1.2.

Roles and responsibilities of
responders.

Entities should identify the individuals
required for responding to a recovery
operation of the applicable BES
Cyber System.

CIP-009-6 1.3.

One or more processes
for the backup and storage
of information required to
recover BES Cyber System
functionality.

Entities should consider the following
types of information to recover BES
Cyber System functionality:
 installation files and media;
 current backup tapes and
any additional documented
configuration settings;
 documented build or restoration
procedures; and
 cross-site replication storage.

Ransomware Banner Example
The CIP-009-6 backup and recovery program consists of key requirements that
prescribe the creation of a recovery plan, implementation, and testing, recovery
plan review, update, and communication. To help you build the plan, we are
including both NERC’s requirements and guidelines followed by best practices.
Best practices offer other suggestions for implementing security beyond the
minimum requirements from the NERC CIP Standards.
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RANSOMEWARE CYBER RESILIENCY(Continued)
Standards/Req.

Requirement Description

Requirement Guidelines

CIP-009-6 1.4.

One or more processes to verify
the successful completion of
the backup processes in Part
1.3 and to address any backup
failures..

The processes to verify the successful completion of backup processes should include checking for: (1) usability of backup media; (2) logs or
inspection showing that information from current production system could be read; and (3) logs or inspection showing that information was written
to the backup media. Test restorations are not required for this Requirement Part. The following backup scenarios provide examples of effective
processes to verify successful completion and detect any backup failures.
 Periodic (e.g., daily or weekly) backup process – Review generated logs or job status reports and set up notifications for backup failures.
 Non-periodic backup process– If a single backup is provided during the commissioning of the system, then only the initial and periodic (every
15 months) testing must be done.
 Additional testing should be done as necessary and can be a part of the configuration change management program.
 Data mirroring – Configure alerts on the failure of data transfer for an amount of time specified by the entity (e.g., 15 minutes) in which the
information on the mirrored disk may no longer be useful for recovery.
 Manual configuration information – Inspect the information used for recovery prior to storing initially and periodically (every 15 months).
Perform additional inspections as necessary, which can be a part of the configuration change management program.
 The plan must also include processes to address backup failures. These processes should specify the response to failure notifications or other
forms of identification.

CIP-009-6 1.5.

One or more processes to
preserve data, per Cyber Asset
capability, for determining the
cause of a Cyber Security
Incident that triggers activation
of the recovery plan(s). Data
preservation should not impede
or restrict recovery.

The recovery plan must include considerations for preservation of data to determine the cause of a Cyber Security Incident. Because it is not
always possible to initially know if a Cyber Security Incident caused the recovery activation, the data preservation procedures should be followed
until such point a Cyber Security Incident can be ruled out. CIP-008 addresses the retention of data associated with a Cyber Security Incident.

CIP-009-6 R2.

Each Responsible Entity shall
implement its documented
recovery plan(s) to collectively
include each of the applicable
requirement parts in CIP-0096 Table R2 – Recovery Plan
Implementation and Testing.

A Responsible Entity must exercise each BES Cyber System recovery plan every 15 months. However, this does not necessarily mean that
the entity must test each plan individually. BES Cyber Systems that are numerous and distributed, such as those found at substations, may not
require an individual recovery plan (and the associated redundant facilities) since reengineering and reconstruction may be the generic response
to a severe event. Conversely, there is typically one control center per bulk transmission service area that requires a redundant or backup facility.
Because of these differences, the recovery plans associated with control centers differ a great deal from those associated with power plants and
substations. (continued on next page)
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RANSOMEWARE CYBER RESILIENCY (Continued)
Standards/Req.

Requirement Description

Requirement Guidelines

CIP-009-6 2.1.

Test each of the recovery plans referenced
in Requirement R1 at least once every 15
calendar months:

A recovery plan test does not necessarily cover all aspects of a recovery plan and failure scenarios, but the test should be sufficient
to ensure the plan is up to date and at least one restoration process of the applicable cyber systems is covered.

• By recovering from an actual incident;
• With a paper drill or tabletop exercise; or
• With an operational exercise.

Entities may use an actual recovery as a substitute for exercising the plan every 15 months. Otherwise, entities must exercise the
plan with a paper drill, tabletop exercise, or operational exercise. For more specific types of exercises, refer to the FEMA Homeland
Security Exercise and Evaluation Program (HSEEP). It lists the following four types of discussion-based exercises: seminar,
workshop, tabletop, and games. In particular, it defines that, “A tabletop exercise involves key personnel discussing simulated
scenarios in an informal setting. [Table top exercises (TTX)] can be used to assess plans, policies, and procedures.”
The HSEEP lists the following three types of operations-based exercises: Drill, functional exercise, and full-scale exercise. It
defines that, “[A] full-scale exercise is a multi-agency, multijurisdictional, multi-discipline exercise involving functional (e.g., joint field
office, Emergency operation centers, etc.) and ‘boots on the ground’ response (e.g., firefighters decontaminating mock victims).”

CIP-009-6 2.2.

Test a representative sample of information
used to recover BES Cyber System
functionality at least once every 15 calendar
months to ensure that the information is
useable and is compatible with current
configurations.
An actual recovery that incorporates the
information used to recover BES Cyber

Entities should refer to the backup and storage of information required to recover BES Cyber System functionality in Requirement
Part 1.3. This provides additional assurance that the information will actually recover the BES Cyber System as necessary. For
most complex computing equipment, a full test of the information is not feasible. Entities should determine the representative
sample of information that provides assurance in the processes for Requirement Part 1.3. The test must include steps for
ensuring the information is useable and current. For backup media, this can include testing a representative sample to make sure
the information can be loaded, and checking the content to make sure the information reflects the current configuration of the
applicable Cyber Assets.

System functionality substitutes for this test.

CIP-009-6 2.3.

Test each of the recovery plans referenced See guidelines in CIP-009-6 2.1.
in Requirement R1 at least once
every 36 calendar months through an
operational exercise of the recovery plans
in an environment representative of the
production environment.
An actual recovery response may substitute
for an operational exercise.
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RANSOMEWARE CYBER RESILIENCY (Continued)
Standars/Req.

Requirement Description

Requirement Guidelines

CIP-009-6 R3.

Each Responsible Entity shall maintain
each of its recovery plan(s) in accordance
with each of the applicable requirement
parts in CIP-009-6 Table R3 – Recovery
Plan Review, Update and Communication.

This requirement ensures entities maintain recovery plans. There are two requirement parts that trigger plan updates:

CIP-009-6 3.1.

No later than 90 calendar days after
completion of a recovery plan test or actual
recovery:

CIP-009-6 3.1.1.

Document any lessons learned associated
with a recovery plan test or actual recovery
or document the absence of any lessons
learned;

CIP-009-6 3.1.2.

Update the recovery plan based on any
documented lessons learned associated
with the plan; and

CIP-009-6 3.1.3.

Notify each person or group with a
defined role in the recovery plan of the
updates to the recovery plan based on any
documented lessons learned.

CIP-009-6 3.2.

No later than 60 calendar days after a
change to the roles or responsibilities,
responders, or technology that the
Responsible Entity determines would
impact the ability to execute the recovery
plan:

CIP-009-6 3.2.1.

Update the recovery plan; and

CIP-009-6 3.2.2.

Notify each person or group with a defined
role in the recovery plan of the updates.

(1) Lessons learned and;
(2) Organizational or technology changes.
The documentation of lessons learned is associated with each recovery activation. The deadline to document lessons learned
starts after the completion of the recovery operation in recognition that complex recovery activities can take a few days or weeks
to complete. The process of conducting lessons learned can involve the recovery team discussing the incident to determine
gaps or areas of improvement within the plan. It is possible to have a recovery activation without any documented lessons
learned. In such cases, the entity must retain documentation of the absence of any lessons learned associated with the recovery
activation.
The activities necessary to complete the lessons learned include updating the plan and distributing those updates. Entities
should consider meeting with all of the individuals involved in the recovery and documenting the lessons learned as soon after
the recovery activation as possible. This allows more time for making effective updates to the plan, obtaining any necessary
approvals, and distributing those updates to the recovery team.
The plan change requirement is associated with organization and technology changes referenced in the plan. Organizational
changes include changes to the roles and responsibilities people have in the plan or changes to the response groups or
individuals. This may include changes to the names or contact information listed in the plan. Technology changes affecting the
plan may include referenced information sources, communication systems, or ticketing systems.
When notifying individuals of response plan changes, entities should keep in mind that recovery plans may be considered BES
Cyber System Information, and they should take the appropriate measures to prevent unauthorized disclosure of recovery plan
information. For example, the recovery plan itself, or other sensitive information about the recovery plan, should be redacted
from Email or other unencrypted transmission.
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RANSOMEWARE CYBER RESILIENCY (Continued)
Best Practices:

Conclusions:

When designing a backup plan, the following should be taken into consideration:
This article was intended to share the importance of implementing a robust and
• Accurate and complete records of the backup copies and documented
strong Recovery Plan for Bulk Electric System Cyber System(s), specifically
restoration procedures should be produced.
to be used as a defense mechanism, not only against the trendy ransomware
• The extent (e.g., full or differential backup) and frequency of backups
attacks but many other malware and vulnerabilities that may impact the stability,
should reflect the business requirements of the organization, the security
operability, and reliability of the Bulk Electric Systems.
requirements of the information involved, and the criticality of the information
to the continued operation of the organization.
While CIP Standards are intended to be performance or outcome-based.
• The backups should be stored in a remote location, at a sufficient distance
The requirements describe the expected performance or outcome without
to escape any damage from a disaster at the main site.
prescribing the solution; this allows entities the flexibility to implement a solution
• Backup information should be given an appropriate level of physical and
that achieves the expected outcome.
environmental protection consistent with the standards applied at the main
site.
Developing a strong CIP-009-6 backup and recovery plan solution is one of
• Backup media should be regularly tested to ensure that they can be relied
the most important defenses against ransomware and one of the safest, most
upon for emergency use when necessary; this should be combined with a
reliable and economical solutions for recovering Cyber Assets. Remember, the
test of the restoration procedures and checked against the restoration time
CIP standards establish a minimum set of performance expectations, which
required.
entities are encouraged to exceed.
• Testing the ability to restore backed-up data should be performed onto
dedicated test media, not by overwriting the original media in case the
backup or restoration process fails and causes irreparable data damage or Other Sources and References to Consider:
loss.
• In situations where confidentiality is of importance, backups should be
 https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf
protected by means of encryption.
 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-11.pdf
• Operational procedures should monitor the execution of backups and
 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-25.pdf
address failures of scheduled backups to ensure completeness of backups
according to the backup policy.
 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-26.pdf
• Backup arrangements for individual systems and services should be tested
 https://www.wired.com/wp-content/uploads/2016/03/RansomwareManual-1.pdf
regularly to ensure that they meet the requirements of business continuity
 2021 Data Breach Investigations Report | Verizon
plans. In the case of critical systems and services, backup arrangements
should cover all systems information, applications, and data necessary to
 https://www.mcafee.com/enterprise/en-us/lp/threats-reports/apr-2021.html
recover the complete system in the event of a disaster.
 https://www.mcafee.com/enterprise/en-us/lp/insights-preview.html
• The retention period for essential business information should be
determined, taking into account any requirement for archive copies to be
retained permanently.
• Maintaining a response strategy is important. Consider isolating the
infected device from the network, ensuring the backups have not been
compromised, and identifying the infection or malware.
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JUNE BOARD AND RISK COMMITTEE
MEETING HIGHLIGHTS
By: Holly Hawkins, Vice President, General Counsel & Corporate Secretary
The SERC Board of Directors held its second quarter Board meetings on June
23-24, 2021. Board Chair Todd Hillman opened the June 24 Board meeting by
welcoming back some Board members in person and other Board members
as well as guests joining virtually. He congratulated the Board on the twoyear anniversary of the integration of Florida into the SERC Region, noting
the achievements made in ensuring a smooth and seamless transition of the
Florida entities to SERC.
Mr. Hillman provided highlights from the joint NERC and Regional Entity
Board Officers’ meeting held in May, explaining that one of the more
significant discussion topics from that meeting was on Regional Entity Board
independence. He thanked SERC’s Lead Independent Director, Lonni Dieck,
for leading those discussions and highlighting SERC’s deliberative nature
of restructuring to add Independent Directors that serve in critical leadership
roles on the Board and who provide effective checks and balances throughout
SERC’s governance oversight.
Mr. Hillman closed by praising Rob McGarrah, a retiring member of the
Municipal Sector, for his contributions to SERC, and particularly in leading
SERC and Florida through the integration.
During his President’s report, Jason Blake, President and CEO, focused
on the importance of cyber security, summarizing recent cyber attacks and
explaining that the very significant and serious cyber security challenges that
are so prevalent today have highlighted the headiness of SERC’s mission,
which has never been more essential. He highlighted SERC’s work to address
cyber security risks to the SERC region, which include a significant number of
outreach events on such things as CIP tools and how they can be more secure,
insider threats, and the importance of patch management. Mr. Blake also
HOT TOPICS
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discussed the work SERC is doing to improve our security posture internally
and externally, including the promotion of Stephen Brown as new Director of
Cyber and Physical Security who will oversee SERC’s cyber and physical
security efforts.
Mr. Blake commended the work of the SERC Technical Committees that
are helping us stay ahead of the curve in addressing cyber risks, by bringing
together the experts in the field to analyze recent cyber attacks and evaluate
and learn how to prevent future recurrences. He emphasized that these
collaborations support SERC’s ongoing outreach and training efforts by
helping to shine a spotlight on vulnerabilities and best practices to prevent
them, as well as helping drive our continued focus on risk-based monitoring
and enforcement with a more thoughtful focus on examining areas that pose
the most significant risks to the SERC region.
Mr. Blake noted SERC’s support of the recent round of executive orders
aimed at protecting the nation’s most critical infrastructure from cyber attacks,
and improving information sharing across federal agencies and industry. Mr.
Blake expressed support for the E-ISAC, headed up by Manny Cancel at
NERC, and the tremendous work that E-ISAC is doing to help protect our
nation’s most critical infrastructure, and committed to working on technical
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JUNE BOARD AND RISK COMMITTEE MEETING HIGHLIGHTS (Continued)
solutions with the E-ISAC so that SERC can collaborate with them in a safe, confidential space that will allow us
to deliver the most value to the SERC entities.
Mr. Blake concluded by thanking the Board for its support of past year’s virtual environment, explaining that
health and safety is of paramount importance, and that with appropriate measures in place SERC is now in a
position to re-open its office and welcome staff back. He explained that, in advance of our efforts to be a highly
desirable place to work, SERC will be implementing a hybrid schedule, with staff working three days a week in
the office, and two days a week from home.
In other business, the Board unanimously approved SERC’s Final 2022 Business Plan and Budget for
submittal to NERC and FERC for approval. In presenting the budget, George Krogstie, Chief Financial Officer,
highlighted SERC’s efforts to keep cost increases low while also explaining our cautious approach to evaluating
potential future staffing needs due to the implementation of Align and the Secure Evidence Locker.
The Board also approved a revision to SERC’s only Regional Reliability Standard—PRC-006-SERC-02—which
was modified to take into account the uniqueness of the Florida Peninsula by updating frequency set points and
load shed percentages to accommodate the unique Bulk Power System characteristics of the Florida peninsula.
The standard will now be submitted to NERC and FERC for approval.
The Board was briefed on a series of extreme summer weather events, and SERC’s ongoing outreach to
address these events, as well as SERC’s efforts to work with the entities on Facility Ratings, including requiring
periodic walk downs, validation of Facility Ratings, and proper management oversight.
The day prior to the Board meeting, the Risk Committee met for its second quarter meeting. Chair Deborah
Wheeler opened the meeting by reminding the Committee of its important oversight role in ensuring SERC
executes its duties to advance the SERC mission—the effective and efficient reduction of risks to the Bulk
Power System.
Gaurav Karandikar, Manager of RAPA and Technical Services, presented SERC’s 2020 Regional Risk Report
and the top ten risks that were identified, including cybersecurity threats, variable resource integration, and
resource uncertainty, and explained the tools SERC is using to mitigate and address those risks.
Lou Stramaglio, Manager of Information Technology, presented the Committee with an overview of the Colonial
Pipeline incident and important takeaways, including efforts underway to ensure such attacks can be prevented
and/or quickly mitigated in the SERC region.
SERC’s next set of Board and Committee meetings are scheduled to be held September 22-23, 2021 in
Charlotte, North Carolina.
HOT TOPICS
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UPDATES
Release 1 of Align and the Secure Evidence Locker went live on May 24,
2021. Release 1 includes improved processes and system functionality
for self-reporting/self-logging, enforcement processing, and mitigation plan
management. SERC has begun receiving Self-Reports, and has input audit
findings into Align. SERC is comfortable with this successful implementation of
Release 1.
The Release 2 implementation has been extended, with a staggered approach
to provide flexibility to the regions in scheduling training. On July 19, the
Technical Feasibility Exception (TFE) function will be live; the Self-Certification,
Periodic Data Submittals, and Attestations functions will be implemented
on October 1. NERC is finalizing the training material for Release 2, and
conducting train-the-trainer sessions for regional training staff. SERC will deliver
initial Release 2 overview and TFE training on July 15. Primary Compliance
Contacts and Alternate Compliance Contacts should watch their email for the
announcement of Release 2 training. At the same time, SERC will be training
our own staff on the Release 2 functionality. Additional training dates for the
Self-Certification, Periodic Data Submittal, and Attestation functions will be
scheduled for some time in September.

SUMMER REGIONAL RELIABILITY ASSESSMENT
By: Richard Becker, Program Manager, Engineering
This year, the SERC Reliability Review Subcommittee (RRS) published
its first Summer Regional Reliability Assessment. The Regional
assessment evaluates and reports on the expected state of reliability
of all the subregions within the SERC footprint. It is based on data
and narrative information provided to SERC by its Registered Entities,
the NERC 2021 Summer Reliability Assessment, and the study work
performed by the SERC Near-Term Working Group (NTWG). The
assessment evaluated reliability by examining the Region from both
a resource and transmission adequacy perspective for the upcoming
summer season.
The SERC summer reliability assessment goes beyond what is
published in the NERC Summer Assessment by taking a more in-depth
evaluation of the whole SERC Regional footprint and incorporating the
transmission adequacy work products developed by the Engineering
Committee working groups.

As a reminder, the FAC-003 Periodic Data Submittal for the second quarter
(Q2) will use the current SERC Compliance Portal, and should be submitted
according to the original expected due date, on or before July 20. Once Align
Release 2 goes live for SERC on October 1, future Periodic Data Submittals
will be submitted using Align.

The assessment shows that all SERC subregions expect to have
adequate resources to satisfy their planning reserve requirements. In
addition, the SERC Region expects to have no significant change to
the transmission adequacy of the system as compared with the 2020
summer season.

Release 3’s user stories, which will guide the User Acceptance Testing, are
being finalized. These user stories will focus first on the monitoring methods
(audits, spot checks, etc.). Training materials and dates for Release 3 will be
determined as testing is completed and training guides are finalized.

The RRS has begun work on it sRRS Annual Assessment—which
evaluates the long term reliability of the SERC Region—and is planning
a 2021/2022 SERC Winter Regional Reliability Assessment.

As a reminder, your Primary Compliance Contact is the designated Access
Approver for Align for your company. For more information about the Align
project, visit NERC’s Align project page or reach out to AskAlign@NERC.net.
HOT TOPICS
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The SERC Summer Regional Reliability Assessment has been posted,
along with the NERC Summer Assessment, under the Reliability
Assessment section of the SERC website.
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NOTE THE NEWS
WELCOME
SERC NEWSLETTER SURVEY
The SERC Newsletter strives to
inform and empower our Region’s
stakeholders by providing valuable,
helpful, and informative content in a
timely and effective manner. We are
always looking for ways to improve
and would appreciate your feedback.
CLICK HERE to fill out the 2021
Newsletter Survey.
Thank you in advance for your
feedback.

Joseph ‘Joe’ Tromba joins SERC as an Associate Legal Counsel in the Enforcement department.
Joe comes to us from Glynn Mercep & Purcell, LLP, a general practice firm where, for the last three
years, he has worked on various stages of civil litigation cases spanning across several different legal
concentrations. Joe considers himself a jack of all trades from a legal perspective, but really wants to
be able to focus his skillset on one area to grow as an expert and make an impact for the greater good.
We are very excited to have Joe and his expertise joining the SERC family.
Patrick Stier joins SERC as a Senior Reliability and Security Advisor in the Outreach and Training
department.
Patrick brings his expertise as a former National Security Leader and US Navy Veteran with 30+
years of federal government experience in high-profile technical security, risk management, financial
leadership, operational efficiency, and crisis management. During this time, Patrick was dedicated to
integrity and confidentiality while building strong security programs centered on a preventative vs. reactive
approach. We are delighted to have Patrick’s experience, knowledge, and leadership join SERC and contribute to the
continuous progress towards SERC’s mission.

CONGRATULATIONS
Share good news about your
company and send newsletter
suggestions to:
support@serc1.org.
Spotlight your company by
submitting photographs for
SERC’s use.
Subscribe / Unsubscribe
by sending an email to:
support@serc1.org
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Stephen Brown has been selected as the Director of Cyber and Physical Security. Stephen joined
SERC in 2018, and has over 17 years of Information and Operations Technology experience,
Under Stephen’s leadership, the CIP Monitoring team has become recognized as one of the
premier leaders across the ERO Enterprise. Congratulations and thank you for positioning
SERC for continued success.

Jennifer Golynsky has been promoted to Director of Human Resources. Jennifer joined SERC
in 2019 with over 25 years of Human Resource experience in a variety of settings including local
government, public and non-profit employers. Congratulations and thank you for your efforts in
making SERC a great place work!
TECHNICAL COMMITTEES
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NERC News
Quick links to NERC’s Newsroom and Newsletters

FERC News

•

Announcements
◦ Proposed Implementation Guideline Update
◦ 2021 Probabilistic Analysis Forum
◦ GridSecCon Registration Now Open
◦ NERC Develops Practice Guide to Provide Clarity When Evaluating
Network Monitoring Technology

•

Comment Period
◦ Open through July 13, 2021 Project 2021-04 Modifcations to PRC-002-02
◦ Open through July 19, 2021 2021 Periodic Review Standing Review
Team
◦ Open through July 28, 2021 Project 2021-05 Modifications to PRC-023
◦ Open through August 13, 2021 Project 2016-02 Modificatin to CIP
Standards | Virtualization

•

Webinar
◦ Human Performance in Electric Power - July 15, 2021

•

Nomination Period
◦ Open through July 14, 2021 Personnel Certification Guidance Committee
◦ Open through July 28, 2021 Project 2021-05 Modifications to PRC-023

Links to FERC’s Newsroom

•

FERC Establishes Office of Public Participation (OPP) | News
Release | Report | OPP Web Page | OPP Director Job Opening

•

FERC, NARUC Establish Joint Federal-State Task Force on
Electric Transmission | News Release | Presentation

•

States, Transmission Providers May Enter into Voluntary
Agreements, FERC Says | News Release | Presentation

•

FERC Sets Demand Response Opt-Out for Further
Consideration | News Release

•

FERC Reviewing D.C. Circuit Decision to Vacate Spire Pipeline
Certificate | News Release

•

FERC Approves License Transfer for Lower Klamath Hydro
Project | News Release

•

Chairman Glick Appoints Scott Hempling as Administrative Law
Judge | News Release

•

FY 2022 Congressional Budget Justification
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TECHNICAL COMMITTEES
WHAT’S IN STORE AT THE 2021 SUMMER REGIONAL
MEETNGS?
By: Evan Shuvo, Senior Reliability Engineer, RAPA & Technical Services
This year (2021) marks the forty-ninth year for the Annual SERC Summer
Regional Meetings. Our meetings will kick off on Tuesday, July 20 and continue
for three consecutive days. For the second year, we will conduct these
meetings entirely via WebEx due to the ongoing pandemic. We will miss seeing
you in person, but because of your online participation and active engagement
in all of our technical committees and working groups, our committee work
continues, uninterrupted and with renewed focus on securing the reliability of
the electric grid in the region.
In July, the planning engineers from SERC member companies will once again
come together to discuss ongoing work related to their transmission system
models and planning studies. Additionally, they will discuss the emerging
risk items and identify work deliverables for the upcoming year that focus
on mitigating these risks. For example, the rapid growth of inverter-based
resources (IBRs) has been identified as one of the top risks to the reliability
of our Region. This will continue to be a big focus of our discussions this
summer. The Planning Coordination Subcommittee (PLCS), who manages
the contents of these meetings, will host several discussions and seminars on
related matters, such as power quality issues and their impact on grid planning.
Therefore, it is very fitting that “Grid Reliability and Power Quality” will be the
theme of this year’s SERC Summer Regional Meetings. As always, we have a
very talented pool of speakers presenting important, insightful, and timely topics
during the meetings:
 Aileen Roder from FERC will explore transmission planning and cost
allocation issues, touching on the history of FERC Orders No. 890 and
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1000. In the decade since FERC issued Order No. 1000, the energy industry
has continued to evolve rapidly with many pressing issues surrounding
transmission development. Her presentation will look at that evolution,
important industry trends, and recent FERC actions on transmission.
 Manish Patel from Southern Company will provide an update on the
IEEE P2800 technical requirements for the interconnection of large-scale,
transmission- and sub-transmission-connected IBRs in order to maintain
the reliability of the bulk power system. His presentation also will cover
performance requirements, including, but not limited to, voltage and
frequency ride-through, active power control, reactive power control,
dynamic active power support under abnormal frequency conditions,
dynamic voltage support under abnormal voltage conditions, power
quality, negative sequence current injection, and system protection.
 Ryan Quint from NERC will share on areas of concerns with the currently
used models and studies for grid planning. He will speak also on power
quality issues with respect to IBR penetration and the upcoming NERC
guidelines of which SERC Stakeholders should be aware.
 Bob Arritt from Electric Power Research Institute (EPRI) will focus on system
harmonics generated during geomagnetic disturbance (GMD) events. These
harmonic currents are generated from the part-cycle saturation of power
transformers caused by the flow of Geomagnetically Induced Currents (GIC)
through grid-connected transformers.
 Krishnat Patil from Siemens Power Technologies International will
demonstrate the related features using the Powerflow Simulation Software
for Engineers (PSSE) to calculate GMD-induced branch voltages from grid
maps, which can be used to create a live dashboard showing the real time
GIC analysis.
MORE
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SUMMER MEETINGS (Continued)
As always, thank you for your active support of our technical committees and
working groups. We are excited that you will join us virtually this summer.
Please register for these meetings via the SERC website; this will assist us
in tracking overall attendance and ensuring that you receive the combined
agenda package on or before Monday, July 12, 2021. In it, you will find speaker
biographies and abstracts, as well as specific discussion items. If you have
not already received the WebEx dial-in information, the combined agenda will
include that information, as well. Considering that all of our technical committee
meeting participation is limited to the members of the committees and its
working groups, it is important that you ensure that you are on the respective
committee roster(s). Please review the table and contact the respective SERC
staff committee lead via email if you have any questions:
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Date

Event

Time
(All times are Eastern)

SERC Staff
Support

7/20/2021

SERC Geo Magnetic
Disturbance Working Group
(GMDWG) Meeting

8:00 a.m. to 12:00 p.m.

Richard Becker

7/20/2021

SERC Long Term Working
Group (LTWG) Meeting

8:00 a.m. to 2:00 p.m.

Paul Simoneaux

7/20/2021

SERC Dynamics Working
Group (DWG) Meeting

8:00 a.m. to 12:00 p.m.

Paul Simoneaux

7/20/2021

SERC Technical Seminar (All
Working Groups)

2:00 p.m. to 5:00 p.m.

Evan Shuvo

7/21/2021

SERC Near Term Working
Group (NTWG) Meeting

8:00 a.m. to 12:00 p.m.

Paul Simoneaux

7/21/2021

SERC Reliability Review
Subcommittee (RRS) Meeting

8:00 a.m. to 12:00 p.m.

Richard Becker

7/21/2021

SERC Joint Session (All
Working Groups)

2:00 p.m. to 5:00 p.m.

Evan Shuvo

7/22/2021

SERC Variable Energy
Resources Working Group
(VERWG) Meeting

10:00 a.m. to 12:00 p.m.

Evan Shuvo

7/22/2021

SERC Operations Planning
Working (OPWG) Group
Meeting

10:00 a.m. to 12:00 p.m.

Paul Simoneaux
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2021 FALL SYSTEM OPERATOR CONFERENCE IN-PERSON
By: Marty Sas, Principal Engineer, RAPA & Technical Services
SERC hosted its first-ever virtual system operator conferences (SOC) during
the weeks of April 5, 2021, and April 26, 2021. SERC and the System Operator
Working Group (SOWG) offered the virtual operator training to SERC entities
to ensure the availability of essential training to individuals who operate and
maintain the reliability and security of the bulk power system. During the two
virtual training sessions, 265 utility personnel from 38 different companies
participated and took advantage of the training to enhance the operator skill set.
The SOC attendees and facilitators earned over 3100 Continuing Education
Hours (CEHs) at the SOCs. The focus of the SOCs was Reliably Meeting
Change. Along with the simulation scenario, the conference attendees heard
industry experts share about COVID-19 impact on the electric industry, the
Changing Resource Mix risk, Changing Inertia (Frequency event), and a panel
discussion on the impact of the 2020 Hurricane Season.

Conferences (SOC #3 and SOC #4) will be in-person at the Embassy Suites
Greenville Golf Resort & Conference Center, in Greenville, SC. The following
links lead to the registration pages for these events:

• System Operator Conference #3: September 13 – 16, 2021
• System Operator Conference #4: November 8 – 11, 2021
As with everything related to the pandemic and the ever-changing
environment, the SOWG will consider Centers for Disease Control and
Prevention (CDC) guidelines, State guidelines, and company policies as it
moves forward to host SOC #3 and SOC #4 in-person, and will adjust as
needed to keep the attendees and personnel safe.

During the past eighteen months, the SOWG, with the assistance of OESNA, has enabled SERC System Operators to earn an astounding 6,200+
Continuing Education Hours (CEHs) through OES-NA’s “SERC Package”
Computer-Based Training (CBT) curriculum and the SOCs.
The SOWG and SERC will continue to focus on and build upon the success
of the virtual System Operator Conferences. The next System Operator
HOT TOPICS
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The success of the virtual System Operator Conference is due to the
dedication and commitment of all the individuals and companies who
participated in building and facilitating the 2021 SERC System Operator
Conferences. SERC appreciates all the individuals and companies who
participate in the SOWG and its Virtual Training Taskforce (VTTF), and
recognizes that these professionals invest a significant amount of time before,
during, and after each System Operator Conference. It is a privilege to work
with such an impressive group of dedicated individuals to deliver high-quality
education and training to SERC system operators.
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RELIABILITY RISK WORKING GROUP
By: Marty Sas, Principal Engineer, RAPA & Technical Services
The Reliability Risk Working Group (RRWG) advises the SERC Operations,
Planning, and Security Executive Committee (OPSEC) concerning risks to
the reliability of the BPS for Engineering, Operating, and Critical Infrastructure
Protection. They work to identify, analyze, and prioritize Regional risks
and educate SERC members on these risks through the Reliability Risk
Report. The Reliability Risk Report provides input to the SERC Compliance
Monitoring and Enforcement Program (CMEP) Implementation Plan by
providing reliability risks and justification for submission to the ERO CMEP
Implementation Plan for the following year.
For 2021, the Reliability Risk Working Group (RRWG) has undertaken
several continuous improvement initiatives to improve the Reliability Risk
Report. The goals for 2021 are to improve consistency in scoring, improve
the number of impact areas for consistency across technical committees, and
develop a process for the submittal and nomination of risks. At the RRWG
Committee Meeting (May 26-27, 2021), all three key initiatives received
unanimous approval.
The Operating Committee (OC), Engineering Committee (EC), and Critical
Infrastructure Protection Committee (CIPC) have implemented these
initiatives in the development of their 2021 Reliability Risk Registries. The
Risk Registries are the key identifiers for the RRWG and the SERC Technical
Committees to help SERC address risks in the SERC Region. The Risk
Registries are part of the process for the RRWG in the development of the
2021 Reliability Risk Report.

◦

Controllability (the amount of influence we have over
mitigating the event/risk);

◦

Span (the length of time the event/risk could potentially last
once it occurs); and

◦

Velocity (how quickly the event could materialize).

 Impact Area: The task force developed a set of 15 impact areas
that each committee (EC, OC, and CIPC) will implement and
apply to all the 2021 Major Risks identified in their individual Risk
Registry.
 Nomination Process: An RRWG Leadership team will review risk
nomination forms, and then develop a timeline to accept, review,
and add the nominated risk to the Risk Registry.
If you are interested in helping to identify risks to the Bulk Power
System (BPS), want to take an active role in shaping the enhanced
SERC Reliability Risk Report, or desire to participate in the RRWG,
please contact SERC Support.

Highlights of the Key Initiatives include:
 Scoring for the Severity of Impact: The task force implemented a
weighted scoring that consists of four different areas:
◦

Materiality (impact of given event finances, load, and/or industry
reputation);
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LONG TERM WORKING GROUP DATA BANK UPDATE
By: Paul Simoneaux, Senior Reliability Engineer
Every year the Eastern Interconnection Reliability Assessment Group (ERAG) Multiregional Modeling Working Group (MMWG) coordinates the development of
Eastern Interconnection power flow and dynamics models that realistically simulate steady state and dynamic bulk electric system behavior. Each model reflects
the latest topology, ratings, forecasted load, and interchange at the time of submittal. Inputs for these models come from Planning Coordinators (PC) and liaison
representatives of the Regional Entities.
To help achieve this purpose, SERC’s Long Term Working Group (LTWG) has developed an annual process called the Data Bank Update (DBU). The LTWG Data
Bank is a library of power flow models that represent the Bulk Electric System of the SERC footprint for a variety of years and seasons. For those SERC members
who desire to utilize this library as an avenue for North American Electric Reliability Corporation (NERC) MOD-032 compliance, the PC data required for base case
model development by the MMWG is updated and assembled each year during the LTWG DBU.
Every year, the LTWG has a host company and an on-deck host that lead the DBU process. This year Tennessee Valley Authority (TVA) hosted SERC member
companies on behalf of the Louisville Gas and Electric Company and Kentucky Utilities Company (LG&E/KU), and the on-deck host was Duke Energy Carolinas
(DEC).
The host company is responsible for the overall coordination of the DBU process, model build, and tie line coordination. The host sets the data requirements;
develops a diagram showing how the data for the models are to be coordinated; and coordinates the Master Tie Line workbook (a workbook showing what company
is ultimately responsible for Tie Line updates between each pair of neighboring companies within SERC). In addition, the host issues the model list that has been
requested by the Planning Coordination Subcommittee (PLCS); provides the LTWG with power flow model guidelines based on the MMWG procedure manual
requirements; and shares the DBU schedule with LTWG members.
In an effort to provide a smooth year-to-year host transition and increased process understanding across the DBU host utilities, the on-deck host is responsible for the
Interchange Workbook coordination under the leadership of the DBU Host and is the LTWG’s MMWG representative. The Interchange Workbook contains detailed
individual area-to-area transactions that schedule power across the transmission system to ensure that load is served and generation is dispatched properly.
To fulfil the member companies’ requirement to perform timely planning studies, this year’s DBU process started in January and was completed on June 11, 2021,
with the final letter of participation confirmation sent to the members by LTWG Chair (Southern Company).
SERC would like to acknowledge the contribution of TVA and Duke Energy Carolinas for doing an outstanding job. Their leadership gave the members clear
direction, and kept the members informed of the upcoming deadlines. This proactive approach resulted in smooth DBU execution from start to finish. In addition,
SERC would like to thank all LTWG members for their coordination and collaboration efforts to make this DBU cycle successful.
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OUTREACH & TRAINING
BUILDING AN INSIDER THREAT PROGRAM
By: Mike Hagee, Principal Reliability and Security Advisor
Insider threats have been identified routinely as a top security risk in both the NERC and SERC
Reliability Risk Reports, and with the rise of Domestic Violence Extremism within the United
States, the potential threat looms even larger for our industry.
The National Insider Threat Center (NITC) defines an insider threat as “The potential for an
individual who has or had authorized access to an organization’s assets to use their access, either
maliciously or unintentionally, to act in a way to negatively affect the organization.”
There are many benefits of establishing an Insider Threat program including but not limited to::
• Providing methods for identifying individuals who may be at greater risk to harm
the organization’s critical assets;
Outreach Opportunities
SERC Events
Assistance Program
Online Learning
COVID-19 Resources
Resource Library
Supply Chain Resources
Q&A and Lessons Learned

• Mitigating and controlling damages before they occur;
• Helping the organization to triage behaviors and anomalies on an incident to
identify the threat and recover as quickly as possible; and
• Providing methods that detect both intentional and unintentional insiders.
The Insider Threat Roadmap was developed by the Intelligence and National Security Alliance (INSA)
and shows a series of thirteen steps in three phases to building an Insider Threat Program as indicated
below.

Q&A Process
SERC Newsletter
Registered Entity Forum
SERC 101
HOT TOPICS
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BUILDING AN INSIDER THREAT PROGRAM (Continued)

Phase I: Getting Started

INSIDER THREAT PROGRAM ROADMAP

When you start talking about establishing an Insider Threat Program
in your company, it seems like such a daunting task that you are sure
to ask yourself “Where do I begin?” I would recommend downloading
Carnegie Mellon’s “Common Sense Guide to Mitigating Insider Threats,
Sixth Edition,” which provides you with 21 Best Practices for building an
Insider Threat Program. This will give you some foundational information
to get started by launching your program with a unified mission.
Launching the Program:
Include each of the following when launching your Insider Threat
Program:
 Identify an Executive Sponsor to champion the program at the
Executive level and establish a senior management committee
for executive oversight. Leadership buy-in at this level is important
to ensure initial support for the program and a willingness to invest
in the resources to build program capabilities.

This diagram does a great job of conceptualizing the essence of the
program in a simple, easy to understand format. However, the following
discussion will cover many of the same steps but in a slightly different
order. The point is, there are a number of ways to build the program and
you should adapt to the one that best fits your company’s environment, risk
tolerances, and available resources.
It is important to note that you can start an Insider Threat Program with less
resources to establish the initial operating capability, and then make it more
robust over time to establish operational maturity as a strategy. This program
will always be evolving and can be scaled as technology, resources, and
budget become available. However, at some point you have to get started;
so, let’s examine some steps in launching the program.
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 Identify and establish a team of cross-functional stakeholders to
serve as the Threat Management Steering Team. Stakeholders
would typically include representation from Human Resources,
Legal, Cyber Security (IT/OT), Business Units, Ethics and
Compliance, and Physical Security.
 Identify an Insider Threat Program Manager to lead the Insider
Threat Program Office.
 Develop a policy that describes the purpose of the program, its
scope, roles and responsibilities, structure, governance, oversight,
and mission to include detecting, responding to, and preventing
insider threats.
 Ensure that all legal concerns involving privacy, civil rights, civil
liberties, and whistleblower protection issues are appropriately
addressed and communicated.
MORE
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Phase III: Developing the Operations Plan and Establishing the Program

BUILDING AN INSIDER THREAT PROGRAM (Continued)
Phase II: Developing an Implementation Plan
Organizations should develop an Insider Threat Program
implementation plan to build the program over time and to identify and
allocate resources necessary to implement the program effectively.
After the plan is approved, the Insider Threat Program Manager should
submit an annual report to the executive team that documents:
•
•
•
•
•

What the program accomplished that year;
What resources were allocated to the success of the program;
The number and types of insider threat risks identified;
Recommendations and goals for improving the program; and
Major challenges facing the program and a roadmap to
overcome them.

The Insider Threat Operations Plan should address the purpose, scope,
roles and responsibilities, and work processes to support the program. The
Operations Plan will be a living document that you will need to refine and
update as business processes, threats, and risk management principles evolve.
In this phase, you should be establishing the initial operating capability for the
Insider Threat Program.
• Establish a program office with a centralized hub for analysis and response.
This is key to creating the initial operating capability and getting the program
off the ground. This centralized hub is where the data fusion, data analysis,
incident triage, and ultimately, the response will originate.
• Assess the current state of your security program and inventory existing
security programs, plans, procedures, processes, and tools to baseline the
Insider Threat program, and then grow the program over time. Identify gaps
and develop policies, plans, processes, and procedures as needed to fill the
gaps.

The Implementation Plan should cover the following key
components:
• Justifying program staffing and resourcing
• Describing the responsibilities of the Insider Threat Program
Office
• Delineating how information from various departments will be
provided to the centralized insider threat hub for analysis
• Defining the methodology to conduct self-assessments
• Deciding whether to seek outside assistance through thirdparty contracts, if necessary, to identify gaps through third-party
assessments
• Determining initial operating capability and full operating
capability, and then establishing the roadmap to get there with
milestone completion dates
• Formulating current and future operating budgets to effectively
implement the Insider Threat Program
• Developing reporting metrics and milestones

• Identify your critical assets and their protection needs so that you can develop
better protection strategies and methods for monitoring and alerting.
• Develop both technical and behavioral risk indicators that might be reason
for further investigation, such as a pattern of security violations, suspicious
behavior, network anomalies, unusual or large amounts of data exfiltration,
or unexplained foreign travel. Consider creating a high-risk group based on
employee separations, reductions in force, poor performance reviews, or
other factors to prioritize threats, and then perform increased monitoring for a
set period after a termination or derogatory personnel action.
• Ensure that personnel have the correct level of authorized access to data for
them to perform their jobs effectively, but limit access based on “need” and
“least privilege.” Remove access when appropriate.
• Establish mandatory insider threat training based on roles. For example,
while all employees need general security awareness training on good cyber
hygiene, the Insider Threat Program office personnel should have

MORE
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BUILDING AN INSIDER THREAT PROGRAM (Continued)

Detection

more detailed training to perform their duties. Training should occur for all on
a periodic basis; establish recurring intervals of training for reinforcement. In
addition, there should be specialized training for supervisors and managers
regarding how to recognize disgruntled employees or employees at risk, and
how to assist employees in getting help.

• Develop a Communication Plan with clearly defined processes for
communication of insider threat events and incidents to ensure that all affected
parties are made aware of the situation.
Phase IV: Effectively Managing Insider Threats
Once established, the Insider Threat Program should focus on effectively
managing the risk of insider threats. Concentrate on users, their activities, and
behaviors. Pay attention to how they interact with other employees, assets, and
data in the corporate environment. Visibility and context enables organizations to
conduct better the three primary aspects of insider threat management: detection,
response, and prevention. The image below from Carnegie Mellon’s Security
Engineering Institute illustrates how the concepts of prevention through deterrence,
detection, and response can prevent damage to critical assets by an insider. The
focus has to be on both behavioral and technical indicators. These concepts will be
discussed briefly below.

This is the ability to detect—in as close to real time as possible—when a user
takes a risky action, even before it becomes a full-blown incident. This is a
delicate process as you must find the right balance between timely alerts and
the risk of alert fatigue. It will require a lot of refinement and experience over
time, in addition to adjustments to the risk indicators and alerts based on unique
organizational dynamics. Detection should be based on both behavioral and
technological indicators, which indicate the presence of a potential threat.
Response
This is the ability to investigate and respond to real incidents in a quick and
organized fashion. The longer an insider threat persists, the more damage it
can do. It will never go away and will only get worse over time, so it is important
to respond quickly by working with the cross-functional stakeholder team to
ensure the appropriate response. You should have an incident response plan
that governs how an incident is detected, reported, contained, remediated,
documented, and coordinated with local, state, or federal law enforcement (if
applicable). This will ensure that all responses are repeatable, standardized,
and applied consistently.
Prevention
This is the ability to stop a user from unintentionally or intentionally violating
security policy through training and education. Additionally, it should include
establishing physical and logical restrictions on access to assets and data.
Phase V: Feedback and Lessons Learned
Since your program is constantly evolving, you should establish programs for
continuous improvement. Incorporate feedback and lessons learned in the
loop to mature the operational capability of the Insider Threat Program. This
maturity can eventuate in many ways, such as through improving or refining the
behavioral and technical risk indicators, and perhaps providing more targeted
and focused security awareness training for employees.
MORE
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BUILDING AN INSIDER THREAT PROGRAM (Continued)
Summary
As you can see with this brief overview of building an Insider Threat Program, it
can be a complex and daunting task to start. However, with executive leadership
support and careful planning, you can incorporate existing protective measures
or build all the components of an effective Insider Threat Program (InTP), as
illustrated in the Carnegie Mellon’s Security Engineering Institute diagram below.

SERC AND RELIABILITYFIRST ARE PLEASED TO
ANNOUNCE A JOINT WEBINAR ON
COLD WEATHER PREPAREDNESS
Tuesday, August 24, 2021 from 9:00 a.m. to 12:00 p.m. Eastern
At this event, SERC and RF will collaborate to provide attendees an
opportunity to increase their knowledge of Cold Weather Preparedness
that enhances the reliability and resilience of the Bulk Electric System.
The Webinar will utilize the results of the 2020/2021 SERC Winter
Weather Survey and Industry Experts across the Electric Reliability
Organization (ERO) to provide insight into Cold Weather best practices
for the Southern and Mid-Atlantic regions with a focus on exposed
equipment, training, documentation, experiences, and lessons learned.
CLICK HERE for event details and Registration.

If you would like to learn more about insider threat concepts, please visit our
Insider Threat Resources page on the SERC website. If you would like more
information on establishing an Insider Threat Program for your company, please
contact the SERC Assistance Team using the Entity Assistance Request Form.
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FOR YOUR CALENDAR
GridSecCon 2021

June Events
July 15, 2021			

Align Release 2 Training Webinar

July 20 - 22, 2021		

Summer Regional Meetings

October 18 – 20, 2021
Registration now open!
NERC and Texas RE are co-hosting the 10th grid security
conference, GridSecCon, on October 19 - 20, with training
opportunities available on October 18. GridSecCon brings together
cyber and physical security leaders from industry and government
to deliver expert training sessions, share best practices, present
lessons learned, and share effective threat mitigation programs.

SAVE THE DATE
2021 Events
August 24, 2021		

Cold Weather Webinar

September 14 - 16, 2021

System Operator Conference #3

September 22, 2021		

Risk Committee Meeting

September 23, 2021		

Board of Directors Meeting

September 27-29, 2021		

Fall Technical Committee Meetings

October 5 - 6, 2021 		

Fall Reliability and Security Seminar

November 9 - 11, 2021		

System Operator Conference #4
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The event will be held virtually due to the ongoing pandemic.
CLICK HERE to register.

NEW TRAINING COURSE AVAILABLE: PRC-019
SERC Outreach & Training is pleased to announce the release of
a new online training course on PRC-019. Subject matter experts
from ReliabilityFirst and SERC collaborated to produce this training
module on PRC-019-2 and its requirements. The PRC-019 course
features discussions of coordination studies, synchronous vs
asynchronous generation, and internal controls. The course is
available from the Resource Library on SERC’s website.
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